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Introduction to Golang

1. (Go)Golang:

Developed by Google: Go, often referred to as Golang, was created by Google engineers
Robert Griesemer, Rob Pike, and Ken Thompson in 2007.

Open Source: Released as an open-source language in 2009.

Statically Typed: Ensures type safety and early detection of type errors.

Compiled Language: Compiles to machine code, resulting in fast execution.

Garbage Collected: Automatic memory management to prevent memory leaks and
reduce manual intervention.

Concurrency Support: Built-in concurrency model using goroutines and channels,
making it easier to write concurrent programs.

Minimalist Syntax: Clean and easy-to-read syntax designed to be simple and efficient.
Standard Library: Rich standard library offering a wide range of utilities and
functionalities.

Cross-Platform: Can be compiled to run on various operating systems like Windows,
macOS, and Linux.

Tooling: Strong ecosystem with tools for testing, formatting, and dependency
management.

2. Why Use Go (Golang):

Build an E-marketplace web application

Performance: High performance due to its compiled nature, close to C/C++ speeds.
Concurrency: Excellent concurrency support with lightweight goroutines, making it
suitable for modern, multicore processors.

Scalability: Designed to scale efficiently for both small and large applications.
Simplicity: Simple and clean syntax reduces development time and enhances
readability.

Strong Standard Library: Comprehensive standard library reduces the need for external
dependencies.

Fast Compilation: Fast compilation times enhance the development workflow.
Developer Productivity: Ease of use and a rich set of tools improve developer
productivity.

Robustness: Statically typed and compiled language helps catch errors early in the
development cycle.

Maintainability: Code simplicity and readability make it easier to maintain and
understand.

Community and Ecosystem: Growing community and ecosystem with numerous
libraries and frameworks.
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e Microservices: Ideal for developing microservices due to its efficiency and simplicity in
handling concurrent tasks.

e (loud Native: Well-suited for cloud-native development with native support for modern
architectures and containerization.

Fundamental of Golang

1. Setup Guide Visual Studio Code.

Go to the Visual Studio Code website ( Click Here to download ).

Click on the "Download" button for your operating system (Windows,
macO§, or Linux).

Follow the installation instructions provided for your operating system.
Launch Visual Studio Code:

Once installed, launch VS Code from your applications or programs menu.

2. Installing Visual Studio Code (go) Extensions.

e Open Visual Studio Code.

e C(lick on the Extensions Icon.

e Type ‘go in the spacebar.

Build an E-marketplace web application
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Go O 25ms
Rich Go language support for Visual...

o Team at Google L

Go Nightly
Rich Go language support for Visual...

o Team at Google

3. Installing go

Make use to install go version 1.22.2, this version we will use in throught the project.

e Window Setup Guide Reference — Link
e Linux Setup Guide Reference — Link
e MacOS Setup Guide Reference — Link

e Verify the go version, by running the command below.

go version

Build an E-marketplace web application 5
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4. Writing first code in go. [ External Reference Link ]

e C(Clone the golang-fundamental repository from the GitHub. (Link)

e For the Reference this is the final source code.

| Final Source Code Link >> golang-fundamentals |
¢ Open golang-fundamental in Visual Studio Code.
e (o to the main.go file.

main

llfmtll

main() {
fmt.Printin("Hello, World!")

¢ (o the visual studio code integrated terminal and run the below
command.

go run main.go

Build an E-marketplace web application 6


https://go.dev/doc/tutorial/getting-started
https://www.freecodecamp.org/news/what-is-git-and-how-to-use-it-c341b049ae61/
https://github.com/Rahul-Chhabra-27/golang-fundamental
https://github.com/Rahul-Chhabra-27/golang-fundamental-final
https://code.visualstudio.com/docs/terminal/getting-started

H
U!LD I INCUBATION
CLUB

PS:- In Go, for a file to be runnable as an executable program, it must be part of the main
package and must contain a main function. This main function serves as the entry point of
the program.

Package Declaration:

The file must declare package main at the top.

This indicates that the file is part of the main package, which is necessary for creating an
executable.

Main Function:

The file must contain a main function defined as func main().
This function is the starting point of the program, and the Go runtime will call it when the

program starts.

5. Modules in go. [Reference Link]

e Purpose: Go modules were introduced to address the challenges of dependency
management in Go projects. They ensure reproducible builds by specifying exact
versions of dependencies and managing updates in a controlled manner.

o Initialization: To start using modules, developers create a go.mod file at the root of
their project using go mod init [module-path]. This file includes the module's path
and specifies the Go version compatibility.

o Dependency Management: Modules handle dependency resolution and versioning
automatically. Dependencies are listed in the go.mod file along with the specific
versions required, ensuring that builds are consistent across different
environments.

e Versioning: Go modules follow Semantic Versioning (SemVer), allowing developers
to specify compatible versions of dependencies. The go.mod file specifies these
constraints, and tools like go get manage updates within those constraints.

e Commands:
o go mod init [module-path]: Initializes a new module with the specified path.
o go get [module-path]: Adds a new dependency to the project and updates the
go.mod file.

Build an E-marketplace web application 7
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o gomod tidy: Removes unused dependencies from go.mod, ensuring only
necessary modules are listed.

O File: The go.mod file serves as the central manifest for the module, listing
dependencies and their versions. It also records replacements and excluded
versions.

Q:- How to create golang-fundamental project as a go module ?
1. Process of creating go module.
a. Open Visual studio code and go to the golang-fundamental folder.

Code File Edit Selection View Go Run Terminal Window Help OO BEYRNCIN | > Q £ Tue30Jul 2:22PM

New Terminal * 1in.go — golang-fundamental

Split Terminal
%0 struct.go %o pointers.go %0 receiver.go %o goroutines.go % datatype.go «©
- Run Task.

Run Build Task...
Run Active File

Run Selected Text

w0 main.go
Configure Tasks...

Configure Default Build Task...

©o pointers.go

0 rec

> OUTLINE
> TIMELINE

> GO

3 1o master <304 17 v @7 Launchpad @D OAO0 WO & You, lastweek Ln1,Col14 TabSize:4 UTF-8 LF {3 Go 1.222§# @ Golive & 0
b. Open Visual studio code integrated terminal.
¢. Run the below-command: -

go mod init mymodule.

Build an E-marketplace web application 8
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TERMINAL

rahulchhabra@Rahul-Chhabra-Mackbook-Air golang-fundamental % go mod init mymodule
go: creating new go.mod: module mymodule
go: to add module requirements and sums:

go mod tidy
rahulchhabra@Rahul-Chhabra-Mackbook-Air golang-fundamental % [

d. O/P:

go: creating new go.mod: module mymodule
go: to add module requirements and sums:

go mod tidy

2. If the module is successfully created then a new go.mod file will be added.

Build an E-marketplace web application
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EXPLORER

GOLANG-FUNDAMENTAL
O calculatorPackage
60 main.go
60 arrayandslice.go
6o datatype.go
o function.go

€0 goroutines.go
60 main.go

60 pointers.go
60 receiver.go

60 gtruct.go

Reset go.mod diagnostics | Run go mod tid
mymodule

1.22.2

6. Datatypes in go. [ External Reference Link ]

1. Numeric Type:

e int: Signed integer type. Its size can vary based on the platform (32 or 64 bits).

e uint: Unsigned integer type. Its size also varies (32 or 64 bits).
e Dbyte: Alias for uint8, represents ASCII characters.

Build an E-marketplace web application
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rune: Alias for int32, represents a Unicode code point.

int8, int16, int32, int64: Signed integers of specific sizes.

uint8, uint16, uint32, uint64: Unsigned integers of specific sizes.

float32, float64: Floating-point types for single and double precision, respectively.
complex64, complex128: Complex number types with float32 and float64 real and
imaginary parts.

2. Boolean Type:

e bool: Represents true or false values.

3. String Type:

e string: Represents a sequence of characters. Strings are immutable in Go.

Please note that the default values are initialized when variables are declared but not explicitly
initialized. Default variable types in Go are not reference types, so they are not nullable. Therefore,
variables have zero values, which vary depending on the variable type, as you may know. In Go, for
all numeric types, the default value is 0, for boolean it’s false, and for strings, it's an empty string

()

datatype.go file

main
llfmtll
globalVar1 /nt= 10

globalVar2 /nt= 20
globalVar3 /nf = globalVar1 + globalVar2

(
t1 int= 35

t2 int= 35
t3, t4, t6 23, 33, 43

Build an E-marketplace web application 11
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Datatypes() {

aint=10
b /int= 20

cint=a+b
fmt.Printin("Sum of a and b is: ", )
d:=10
e =20

f=d+e

fmt.Printin("Sum of d and e is: ", f)

g, h,iint=10, 20, 30

fmt.Printin("Sum of g, h and i is: ", g+h-+i)

j, k, 1:=10, 20, 30
fmt.Printin("Sum of j, k and | is: ", j+k+I)

fmt.Printin("Sum of globalVar1 and globalVar2 is: ", globalVar3);

str string = "Hello, World!"
fmt.Printin(str)

Build an E-marketplace web application




IIT™

H
BUI/LD reséatmh INCUBATION
r

k CELL

str1 := "Hello, World!"
fmt.Printin(str1)

bool1 boo/ = true
fmt.Printin(bool1)

bool2 := true
fmt.Printin(bool2)

n float32=10.5
fmt.Printin(n)

o0:=20.5
fmt.Printin(o)

fmt.Printin(t1 + t2 + t3 + t4 + t6)

How to run this in datatype.go file 7?
Solution: -

1. In Go, for a file to be runnable as an executable program, it must be part of
the main package and must contain a main function. This main function serves
as the entry point of the program.

2. Package Declaration:

3. The file must declare package main at the top.

Build an E-marketplace web application
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4. This indicates that the file is part of the main package, which is necessary for
creating an executable.

5. Main Function:

6. The file must contain a main function defined as func main().

7. This function is the starting point of the program, and the Go runtime will call
it when the program starts.

8. .main.go file can be used as a runnable file, we can call the Datatypes
function from from main function.

PS: Idea of having one main.go file :-

1. In Go, the main function serves as the entry point for the program. It's where the
execution of the program begins. Therefore, it's common to have a single main.go
file in a Go project that contains the main function.

2. Simplicity: Having a single main.go file makes it clear where the program starts.
This is especially helpful for new developers or when you come back to the
project after a while.

3. Organization: You can use the main.go file to set up and coordinate the various
parts of your program. This might include setting up logging, parsing command-
line arguments, configuring settings, starting servers, and so on.

4. Separation of Concerns: By keeping the main function in its own file, you can keep
your other Go files focused on their own tasks. This makes your code easier to
understand and maintain.

5. Build Tool Compatibility: The Go build tool expects a single main package with a
main function as the entry point for building executable programs. Having a single
main.go file aligns with this expectation.

Build an E-marketplace web application
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main.go file (calling Datatypes function)

main
llfmtll

main() {
fmt.Printin("Hello, World!")
/I calling Datatype function from datatype.go file.
Datatypes();

Run the command

run

O/P: -

Hello, World

Sum of aand bis: 30

Sum of d and e is: 30

Sum of g, handiis: 60

Sum of j, kand | is: 60

Sum of globalVar1 and globalVar2 is: 30

Hello, World
Hello, World

true

true
10.5
20.5
169
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Note: - For every file, we will use main.go file as a entry point first.
Or
main.go file will act as entry point file of our project.

7. Functions in go. [ External Reference Link ]

¢ Functions are fundamental building blocks in Go programs. They allow you to
organize your code into reusable blocks that perform specific tasks. This promotes
code modularity, readability, and maintainability.

e Here's a breakdown of functions in Golang:

o Creating a Function: You use the func keyword to define a function in Go.
The general syntax is as follows:

funtion_name (parameters) return_type {

o func: This keyword indicates you're defining a function.

o function_name: This is a name you choose for your function. It should be descriptive
and reflect the function's purpose.

o parameter_list (optional): This is a comma-separated list of parameters the
function accepts. Each parameter has a name and a data type specifying the kind of
value it can receive.

Build an E-marketplace web application 16
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o return_type (optional): This specifies the data type of the value the function
returns. If a function doesn't return a value, you can use void.

o Function Body: The function body contains the statements that define the
function's logic. These statements are enclosed in curly braces {}. The
function body executes when the function is called.

o Calling a Function: To execute a function, you use its name followed by
parentheses (). If the function takes parameters, you provide the actual
values (arguments) within the parentheses when you call it.

o Defer keyword:

» Purpose: The defer keyword is used to schedule a function call to be
run after the function that contains the defer statement has finished
executing.

=  Execution Order: Deferred functions are executed in last-in, first-out
order. The most recently deferred function call is executed first.

Build an E-marketplace web application 17



function.go file

llfmtll

greetMessage(name string) string {

"Hello, " + name + "I"

printMessage(message string) {
fmt.Printin(message)

deferFunction1() {
fmt.Printin("Defer Function 1")
deferFunction2() {

fmt.Printin("Defer Function 2")

Caller() {
result := greetMessage("World")

fmt.Printin("Result: ", result)

printMessage("Hello, World!")

Build an E-marketplace web application
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fmt.Printin("IIFE")
10

deferFunction1()

deferFunction2()

main.go file

main
llfmtll

main() {
fmt.Printin("Hello, World!")

Caller();

}

Run the Command: -

run .

Build an E-marketplace web application 19
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O/P: -

Hello, World

Result: Hello, World
Hello, World

IIFE

Defer Function 2
Defer Function 1

8. Struct in go [ External Reference Link |

In the Go programming language, a struct is a composite data type used to define a
collection of fields grouped together under a single name. Each field within a struct
has a name and a type, and they are accessed using dot notation. Structs in Go
provide a way to create custom data types that can represent complex data
structures.

Template of the struct: -

type <nameofthestruct> struct {

<fleldname> <fieldtype>

<fieldname> <fieldtype>

Build an E-marketplace web application 20
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For Example: -

name of
| the
struct

\ /

type Person struct { .
FirstName string _ __Fl_i-:-lcis of the struct
LastName string <=
Email string '
Age uint :

Struct.go file

main;

llfmtll

Person {
FirstName sfring
LastName string
Email  sfring
Age uint

NewPerson(firstName, lastName, email string, age uinf) (Person , error) {
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Person{
FirstName: firstName,
LastName: lastName,
Email: email,

Age: age,
}, nil;

Structs() {
person1 := Person{FirstName: "John", LastName: "Doe", Email: "johndoe@mail.com", Age:

43}
person2 := Person{FirstName: "Alex", LastName: "Carey", Email: "carrybusinessmail.com",

Age: 56}

fmt.Printf("FirstName of person1 is %s \n", person1.FirstName)

fmt.Printf("LastName of the person2 is %s\n", person2.LastName)

person3 := Person{"Jane", "Doe", "jane@gmail.com", 30}

fmt.Printf("Email of person3 is %s\n", person3.Email)

person3.Email = "janedoe@gmail.com";
fmt.Printf("Updated Email of person3 is %s\n", person3.Email)

person4, _ := NewPerson("Alice", "Smith", "alice@mial.com", 25)

fmt.Printf("FirstName of person4 is %s\n", person4.FirstName)

PS:- 1. Use main.go file to call Structs function
2. Use the same command used above in the terminal to run the code.

Build an E-marketplace web application
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9. Pointers in go. [ External Reference Link ]

Pointers are one of the most powerful and fundamental features of the Go programming
language. They allow you to manipulate memory directly, create dynamic data structures,
and improve program efficiency. However, pointers can also be tricky to use, and incorrect
usage can lead to memory leaks and other errors. In this article, we will explore the basics of
pointers in Go, including syntax, memory management, pass by reference, pointer
arithmetic, arrays, and functions. We will also cover advanced concepts in pointers and best
practices for using pointers in Go. By the end of this article, you should have a solid
understanding of how to use pointers in Go and how to avoid common pitfalls.

pointers.go file

main

llfmtll

swap(x “int, y*inf) {

temp X

X=y
y = temp

double(x */nf) *int{
result := "x * 2

result
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person
name string

age int

changeName(p “person) {
p.name = "Alice"

Pointers() {
x:=1
y =2
fmt.Printin(x, y)
swap(&x, &y)
fmt.Printin(x, y)
ptr := double(&x)
fmt.Printin(*ptr)

p := person{name: "Bob", age: 30}
fmt.Printin(p)

changeName(&p)

fmt.Printin(p)

10. Receiver functions in go [ External Reference Link ]

In Go, a receiver function (or method) is a function that has a special receiver
argument, allowing it to be called on instances of a specific type. The receiver
can be a value or a pointer to a value of the type. This is similar to methods in
object-oriented programming languages where functions are associated with
objects.
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Defining a Method with a Receiver
To define a method with a receiver, you specify the receiver type in parentheses
between the func keyword and the method name. Here are examples with both

value and pointer receivers:

Value Receiver

e Avalue receiver operates on a copy of the value, meaning any modifications made
inside the method do not affect the original value.

Pointer Receiver

e A pointer receiver operates on the actual value, so modifications made inside the
method affect the original value.

receiver.go fie
main
llfmtll

Rectangle
Width float64

Height float64

(rRectangle) Area() float64 {
r.Width * r.Height

(r"Rectangle) Scale(/actor float64) {
r.Width “= factor

25
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r.Height “= factor

Receiver() {
rect := Rectangle{Width: 10, Height: 5}
fmt.Printin("Area:", rect.Area())
rect.Scale(2)
fmt.Printin("Area:", rect.Area())
fmt.Printin("Width:", rect.Width)
fmt.Printin("Height:", rect.Height)

11. Arrays and Slice in go

arrayandslice.go file

main
llfmtll
ArraySlices() {

a [5]int

b := [5inf1, 2, 3, 4, 5}

¢ = [5]inf1, 2, 3}

a[0] =10
fmt.Printin(a[0])
fmt.Printin(b)
fmt.Printin(c)

Build an E-marketplace web application
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d [int

e := make([]/nt, 5)

f:=[linf1, 2, 3, 4, 5}

d = append(d, 10)

fmt.Printin(d[0])
fmt.Printin(e)
fmt.Printin(f)

12: Packages in go [ External Reference Link ]

e A package is made up of Go files that live in the same directory and have the same
package statement at the beginning. You can include additional functionality from
packages to make your programs more sophisticated. Some packages are available
through the Go Standard Library and are therefore installed with your Go
installation. Others can be installed with Go’s go get command. You can also build
your own Go packages by creating Go files in the same directory across which you
want to share code by using the necessary package statement.

e Asin our previous codes, we were importing the “fmt” package to print Hello World
into the console, so the package fmt comes with golang installation.

e Way of importing package import <modulename/relative-path from the root
directory to the package>
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calculatorPackage/main.go file.
calculatorpackage

Add(a int, b ind int{
a+tb;

Subtract(a /int, b in) int{
a-b;

Multiply(a /int, b inf) int{
a“b;

divide(a int, b inf) int{
0{

main.go file
main
llfmtll

"mymodule/calculatorpackage

main() {
fmt.Printin("Hello, World!")
fmt.Printin("Addition: ", calculatorpackage.Add(10, 5))
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fmt.Printin("Subtraction: ", calculatorpackage.Subtract(10, 5))
fmt.Printin("Multiplication: ", calculatorpackage.Multiply(10, 5))

PS: - if you try to import the divide function you will get the error

undefined: calculator.divide

And the reason is the visibility of functions outside the package.

1. Exported Identifiers:

e Start with an uppercase letter.
e Accessible from other packages.
2. Unexported Identifiers:
e Start with a lowercase letter.
e Notaccessible from other packages.
e But can be accessible in the same package
o Examples: divide function in calculatorPackage package.
3. Packages:
e (o programs are organized into packages.
e Each package can contain multiple files.
e Visibility rules apply across package boundaries.
4. Fields and Methods in Structs:
e Fields or methods in a struct follow the same capitalization rules (first letter
uppercase).
Exported functions in calculatorPackage: add,subtract,multiply.
6. Unexported function in calculatorPackage : divide

L

13. Go Routines and Channels(Go Concurrency) [ External
Reference Link ]

1. Go Routine

e A goroutine is an independent function that executes simultaneously in some separate
lightweight threads managed by Go. GoLang provides it to support concurrency in Go.
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e Goroutines let you do things at the same time (concurrently). Think of it like having two
people cooking in the kitchen at the same time, each doing a different task.

e Here, go cook("Pizza") starts cooking pizza in a new go routine, and immediately after,
the main go routine starts cooking pasta. They happen at the same time.

e So In this example, we have two goroutines one is the main routines which is the main
thread obviously and the other one is we just created using the go keyword.

e Here's an example of how a goroutine looks like:

||fmt||

"time"

cook(name string) {

fmt.PrintIn("Cooking Routine started:", name)

time.Sleep(2 * time.Second )
fmt.PrintIn("Cooking Routine finished:", name)

GoRoutines() {
fmt.Printf("Starting of Main Routine\n")
fmt.Printin("Cooking started: Pasta")

cook("Pizza")

fmt.Printf("Completing the Main Routine\n")
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o Here, we are not able to see the output of the cooking function, Do you have any guesses??

o The Reason is Main thread is executing faster as compared to the cooking thread, which
takes 2 seconds to complete.

e So there is no communication b/w routines (main and cooking).

e In order to make communication b/w routines, channels are introduced.

2. Channel

e A way to send data from one task (go routine) to another. Like passing notes
between these chefs to coordinate.

e Channels are like passing notes between people. If one person writes a note (sends
data) and gives it to another person (another go routine), the second person can
read this note (receives data).

— Let's create channel

channel

identifier keyword

I
to create a ?

type of the
channel

channel

v

message := make(chan string)

e Here's an example of how a channel with go routine looks like:

(

“fmt“
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cook(name string,message string) {

fmt.Printin("Cooking Routine started:", name)

time.Sleep(2 * time.Second )
fmt.Printin("Cooking Routine finished:", name)

message <- "Pizza is ready"

GoRoutines() {
fmt.Printf("Starting of Main Routine\n")
fmt.Printin("Cooking started: Pasta")
message = make( Sstring)
cook("Pizza",message)
fmt.Printin("Message from the cook:", <-message)
fmt.Printf("Completing the Main Routine\n")

— Read the channel

Read the
channel.

fmt.Printf("Message from cooking routine %s\n", -':—message]_':
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— Write the channel

message <- "Hii I'm from cooking routine”

14. Looping and Conditional in go

[ External Reference Link ]

gRPC(gRPC Remote Procedure Calls)

1. Introduction to gRPC

— gRPC is a high-performance RPC framework/technology built by Google. It uses Google’s
own “Protocol Buffers”, which is an opensource message format for data serialization, as
the default method of communication between the client and the server. Similar to REST
APIs mostly use JSON as the message format, gRPC uses Protocol Buffer (ProtoBuf for
short) format as the message format and the IDL (interface definition language) to describe
the payload parameters and response parameters.

As for the method of communication between the client stub and the server code, gRPC
uses HTTP/2 as the default protocol. Since gRPC uses HTTP/2 features it supports 4 types

of APIs.
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Here are the main types of gRPC:-

Build an E-marketplace web application

gRPC Unary RPC: Unary RPC is the simplest form of gRPC. In a unary RPC, the client
sends a single request to the server and receives a single response in return. This is
similar to a traditional synchronous function call. Unary RPC is suitable for
scenarios where a single request and response are sufficient.

gRPC Server Streaming RPC: Server Streaming RPC allows the client to send a single
request to the server and receive a stream of responses in return. This is useful
when the server needs to send a sequence of data to the client, such as real-time
updates or a large set of results.

gRPC Client Streaming RPC: Client Streaming RPC is the opposite of Server
Streaming RPC. In this case, the client sends a stream of requests to the server and
receives a single response in return. This is useful when the client has a continuous
flow of data to send to the server, and the server processes it and responds when
it's done.

gRPC Bidirectional Streaming RPC: Bidirectional Streaming RPC allows both the
client and server to send a stream of messages to each other. This creates a full-
duplex communication channel where both sides can send and receive data
independently. Bidirectional Streaming RPC is suitable for scenarios requiring
interactive and continuous communication.
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2. gRPC Server

gRPC (gRPC Remote Procedure Calls) is a high-performance, open-source, universal remote
procedure call (RPC) framework initially developed by Google. A gRPC server is a server-
side implementation that handles incoming gRPC requests, processes them, and sends back
the appropriate responses. Here's a deeper look into what a gRPC server is and how it
functions:

Key Components of a gRPC Server

e Service Definition:
Services in gRPC are defined using Protocol Buffers (protobuf), a language-agnostic
binary serialization format. You define your service methods and messages in a
.proto file.

e Server Implementation:
After defining the service in a .proto file, you generate server-side code using the
protoc compiler. This code provides the necessary boilerplate to implement the
service.
You implement the service by extending the generated base class and overriding its
methods to provide the actual business logic.

e Server Initialization:
You create a gRPC server instance and register the implemented service with the
server.
The server is then bound to a specific port and starts listening for incoming RPC
calls.

o Handling Requests:
When a request comes in, the server routes it to the appropriate method
implementation.
The method processes the request, performs the necessary operations (such as
querying a database or performing computations), and returns a response.
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gRPC Server Ruby Client

C++ Service

Android-Java Client

3. Protocol Buffer (Protobuf)

e Protocol Buffers, often referred to as Protobuf, is a method developed by Google for
serializing structured data. It's designed to be a fast, efficient, and language-
independent mechanism for encoding data to send over the wire or to store for
later use. Here's a brief introduction to the key concepts of Protocol Buffers:

e protoc compiler installation: -
i. Window — Link
ii. Mac — Link
iii. Linux — Link
Make sure to install the latest version of the compiler.

After installation, you can verify the version of the proto compiler.
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\dell> protoc
libprotoc 25.3
PS C:\Users\dell>

Resources for proto buffer syntax and some examples also:- Readme file

4. Hands on gRPC

e (lone the repository  >> Link to the repository.
e For the Reference this is the final source code.

| Final Source Code Link >> grpc-introduction

e Open the folder grpc-introduction in visual studio code.
o Install the dependencies.
go get -u google.golang.org/grpc

goinstall

go install

o Compile the greet.proto file, by running the command( find this command in
Makefile ( Makefile reference link ) ).

TERMINAL

rahulchhabra@192 grpc—introduction % make proto—generate

protoc -I ./proto \
——go_out ./proto ——go_opt paths=source_relative \
——go—-grpc_out ./proto —go—grpc_opt paths=source_relative \
./proto/greet/greet.proto

rahulchhabra@192 grpc-introduction % Jj

proto-generate:
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protoc -| ./proto \
--go_out ./proto --go_opt paths=source_relative \

--go-grpc_out ./proto --go-grpc_opt paths=source_relative \

./proto/greet/greet.proto

Let’s down break this command: -
o -I—To specify the import path where imported packages in .proto files are searched

e --go_out—To specify where to put generated Go code for messages

e --go_opt—To configure options for Go source code generation, such as
paths=source_relative, to keep the same folder structure after source code
generation

o --go-grpc_out—To define the destination folder of gRPC-specific Go source code, such
as calling a service function

e --go-grpc_opt—To configure options for gRPC-related operations, such as
paths=source_relative, to have the same folder structure after source code
generation.

After the Compilation of greet.proto file , two new files will be added to
into proto/greet folder.

03 proto/greet

6o greet_grpc.pb.go V] |

60 greet.pb.go
@ greet.proto

Inside greet_grpc.pb.go file, you can find the rpc function(without body)
that we have added in greet.proto file

>> greet.proto file.
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GreetService {

Greet(GreetRequest) (GreetResponse) {};
GreetManyTimes(GreetManyTimesRequest) ( GreetManyTimesResponse) {};
LongGreet ( LongGreetRequest) (LongGreetResponse) {};

GreetEveryone ( GreetEveryoneRequest) ( GreetEveryoneResponse)

GreetServiceServer

Greet(context.Context, *GreetRequest) (xGreetResponse, error)
GreetManyTimes (+GreetManyTimesRequest, GreetService_GreetManyTimesServer) error
LongGreet(GreetService_LongGreetServer) error

GreetEveryone(GreetService_GreetEveryoneServer) error
mustEmbedUnimplementedGreetServiceServer()

>> Let’s start implementing all these rpc function one by one.

IIT™
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5. Directory Structure

N

O client
60 greetClient.go
60 greetEveryoneClient.go
60 greetManyTimeClient.go
60 |longGreetClient.go

60 main.go

O proto/greet

60 greet_grpc.pb.go
60 greet.pb.go
@ greet.proto
B generate.sh
P go.mod
P go.sum
60 greet.go
60 greetEveryone.go
60 greetManyTimes.go
60 |longGreet.go
60 main.go
o)

O Reame.md
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6. main.go file

||fmt||

greetpb "grpc-dev/proto/greet"
n Iogll

||net|l

"google.golang.org/grpc"

"google.golang.org/grpc/reflection”

GreetService {

greetpb.UnimplementedGreetServiceServer

main() {

fmt.Printin("Hello, I'm the server")

lis, err := net.Listen("tcp", "0.0.0.0:50055")
err |= nil {

log.Fatalf("Failed to listen: %v ", err)

s := grpc.NewServer()

greetpb.RegisterGreetServiceServer(s, &GreetService{})
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reflection.Register(s)

err = s.Serve(lis); err |= nil {

log.Fatalf("Failed to serve: %V", err)

The main function starts by printing a message to the console.

It then creates a TCP listener on port 50055. If there's an error (like the port is already in
use), it logs the error and exits the program.

Anew gRPC serveris created using grpc.NewServer().

o The GreetService is registered to the gRPC server. This service is defined by the greetpb
package, which is likely generated from a .proto file. The GreetService structis an
implementation ofthe UnimplementedGreetService Server interface from the greetpb
package.

The reflection service is registered on the gRPC server. This is used for service discovery
and can be useful for debugging.

Finally, the gRPC serveris started with s.Serve(lis). If there's an error (like a networking
issue), it logs the error and exits the program.
Run the gRPC server by running the below command into the terminal

g0 run.
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7. greet.go file (Unary RPC)

"context"
|lfmt|l

greetpb "grpc-dev/proto/greet"

("GreetService) Greet(ctx context.Context, req *greetpb.GreetRequest)
("areetpb.GreetResponse, error) {

fmt.Printf("Greet func was invoked with %v: \n", req)

firstName := req.GetGreeting().GetFirstName()

lastName := req.GetGreeting(). GetLastName()
result .= "Hello, " + firstName + " " + lastName

res greetpb.GreetResponse{
Result: result,

res, nil
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8. greetManyTimes.go file (Server Streaming RPC)

|lfmt|l
greetpb "grpc-dev/proto/greet"
"strconv"

||time||

("GreetService) GreetManyTimes(req *greetpb.GreetManyTimesRequest, sfream
greetpb.GreetService GreetManyTimesServer) error{

fmt.Printin("GreetManyTimes function was invoked with a request", req)

firstName := req.GetGreeting().GetFirstName()
lastName := req.GetGreeting(). GetLastName()

i:=0;i<10; i++{
result .= "Hello, " + firstName

res greetpb.GreetManyTimesResponse{
Result: result,

lastName + " | " + strconv.ltoa(i)

}

stream.Send(res)

time.Sleep(1000 * time.Millisecond)

nil
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o The GreetManyTimes function is defined on the GreetService struct. It takes two
parameters: a req oftype *greetpb.GreetManyTimesRequest and a stream oftype
greetpb.GreetService GreetManyTimesServer. The stream is an interface that provides
methods forreading from and writing to the client stream.

o The function starts by printing a message to the console, indicating that it has been invoked
and showing the request it received.

e Itthen extracts the first name and last name from the request.

e The function enters a loop where it constructs a greeting message for the client, which
includes the first name, last name, and the current iteration number. This message is then
sent to the client via the stream.Send(res) method.

e Aftersendingeach message, the function pauses for 1 second (time.Sleep(1000 *
time.Millisecond)).

e This loop continues for 10 iterations, meaning the client willreceive 10 messages.

o Aftersendingall the messages, the function returns nil to indicate that it has finished
without errors.

8. longGreet.go file (Client Streaming RPC)

(

"fmt"
"o
"log"

greetpb "grpc-dev/proto/greet”

("GreetService) LongGreet(stream greetpb.GreetService _LongGreetServer) error {

fmt.Printf("LongGreet func was invoked\n")

result
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{

req, err := stream.Recv()
err == i0.EOF {
log.Printf("Reached end of stream EOF: %v ", err)
stream.SendAndClose(&greetpb.LongGreetResponse(
Result: result,

)

err = nil {

log.Fatalf("Error receiving from the client stream: %v ", err)

firstName := req.GetGreeting().GetFirstName()

result "Hello " + firstName + "I\n"

fmt.Printf("Received message: %v\n", firstName)

e The LongGreet function is defined on the GreetService struct. It takes a stream parameter
which is oftype greetpb.GreetService LongGreetServer. This is an interface that provides
methods forreading from and writing to the client stream.

e The function starts by printing a message to the console.

e Itthen enters a loop where it continuously tries to receive messages from the client
stream.

o Ifitreceives an io.EOF error, this means the client has finished sendingmessages. It logs a
message, sends a final response to the client with stream.Send AndClose(), and returns
from the function.

e Ifitreceives anyothererror, it logs the error and exits the program.
e Ifitsuccessfullyreceives a message, it extracts the first name from the message, appends

a greeting to the result string, and prints a message to the console.
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o This loop continues until the client stops sending messages or an error occurs.

9. greetEveryone.go file (Bi-directional Streaming RPC)

(

“fmt“

greetpb "grpc-dev/proto/greet”

(*GreetService) GreetEveryone(sfream greetpb.GreetService GreetEveryoneServer) error

fmt.Printf("GreetEveryone func invoked\n")

{

req, err = stream.Recv()
err == i0.EOF {
log.Printin("Reached EOF")

nil

err != nil {
log.Fatalf("Error while reading client stream: %v ", err)

err

}
firstName := req.GetGreeting().GetFirstName()

result := "Hello, " + firstName

sendErr := stream.Send(&greetpb.GreetEveryoneResponse{
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Result: result,

)

sendErr = nil {

log.Fatalf("Error while sending data to client: %v ", err)

err

o The GreetEveryone function is defined on the GreetService struct. It takes a stream
parameter which is oftype greetpb.GreetService GreetEveryoneServer. This is an interface
that provides methods forreading from and writing to the client stream.

e The function starts by printing a message to the console.

e Jtthen enters a loop where it continuously tries to receive messages from the client
stream.

o Ifitreceives an i0.EOF error, this means the client has finished sending messages. It logs a
message and returns from the function.

e Ifitreceives anyothererror, it logs the error and returns it, which will cause the function to
exit.

e Ifitsuccessfullyreceives a message, it extracts the first name from the message and
constructs a greeting.

e Itthen tries to send the greeting back to the client. Ifthere's an error, it logs the error and
returns it, which will cause the function to exit.

This loop continues until the client stops sending messages or an error occurs.

11. client/greetClient.go file

e The Greet function is defined. It takes a greetpb.GreetServiceClient as a parameter, which
is used to call the Greet RPC on the server.
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The function starts by printing a message to the console, indicating that a unary RPC has
been initiated.

It then creates a greetpb.GreetRequest with a greetpb.Greeting containing a first name and
lastname.

It calls the Greet method on the client, passing in a background context and the request.
This sends the request to the server and waits for the response.

Ifthere's an error calling Greet, it logs the error and exits the function.

Finally, it logs the response from the server to the console.

12. client/longGreetClient.go file

The LongGreet function is defined. It takes a greetpb.GreetServiceClient as a parameter,
which is used to call the LongGreet RPC on the server.

The function starts by printing a message to the console, indicating that client streaming
has been initiated.

It then creates a slice of greetpb.LongGreetRequest pointers, each containing a
greetpb.Greeting with a first name and last name.

It calls the LongGreet method on the client, passingin a background context. This returns a
client stream for sendingrequests and receiving the response.

Ifthere's an error calling LongGreet, it logs the error and exits the function.

It then enters a loop where it sends each request to the server via the client stream. After
sending each request, it pauses for 1 second (time.Sleep(1000 * time.Millisecond)).

After sending all the requests, it calls Close AndRecv on the client stream. This closes the
stream from the client side and waits for the response from the server.

Ifthere's an error receiving the response, it logs the error and exits the function.

Finally, it prints the response from the server to the console.
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In a real-world application, the LongGreet function might send more complexrequests or
handle the response in a different way.

13. client/greetManyTimesClient.go file

The GreetManyTimes function is defined. It takes a greetpb.GreetServiceClient as a
parameter, which is used to call the GreetManyTimes RPC on the server.

The function starts by printing a message to the console, indicating that server streaming
has started.

It then creates a greetpb.GreetManylimesRequest with a greetpb.Greeting containing a
firstname and last name.

It calls the GreetManyTimes method on the client, passing in a background context and the
request. This sends the request to the server and returns a stream forreceiving the
responses.

Ifthere's an error calling GreetManyTimes, it logs the error and exits the function.

It then enters a loop where it continuously tries to receive messages from the server
stream.

Ifit receives an i0.EOF error, this means the server has finished sendingmessages. It prints
a message and breaks out ofthe loop.

Ifit receives any other error, it logs the error and exits the function.
Ifit successfullyreceives a message, it logs the message to the console.

This loop continues until the server stops sendingmessages or an error occurs.

14. client/greetEveryoneClient.go

The GreetEveryone function is defined. It takes a greetpb.GreetServiceClient as a
parameter, which is used to call the GreetEveryone RPC on the server.

The function starts by printing a message to the console, indicating that bidirectional
streaming has been initiated.
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It then creates a slice of greetpb.GreetEveryoneRequest pointers, each containing a
greetpb.Greeting with a first name and last name.

It calls the GreetEveryone method on the client, passingin a background context. This
returns a stream for sendingrequests and receiving responses.

Ifthere's an error calling GreetEveryone, it logs the error and exits the function.

It creates a channel waitChannel that will be used to synchronize the sending and receiving
goroutines.

It starts a goroutine for sending requests. In this goroutine, it loops over each request,
sends it to the server via the stream, and then sleeps for 1 second. After sending all the
requests, it closes the send side ofthe stream.

It starts another goroutine for receiving responses. In this goroutine, it continuously tries to
receive messages from the stream. Ifit receives an i0.EOF error, this means the server has
finished sending messages and it breaks out ofthe loop. Ifit receives any other error, it logs
the error and breaks out ofthe loop. Ifit successfullyreceives a message, it logs the
message to the console. After the loop, it closes the waitChannel.

It waits for the waitChannelto close. This ensures that the function doesn't return until
both the sending and receiving goroutines have finished.

15. client/main.go

The main function starts by printing a message to the console, indicating that it's a client.

It then attempts to establish a connection to a gRPC server running on localhost at port
50055 using grpc.Dial. The grpc. WithInsecure option is used because the serverisn't using
TLS.

Ifthere's an error connecting to the server, it logs the error and exits the function.

It defers the closing of the connection until the main function returns. This ensures that the
connection is always closed, even ifan error occurs.

It creates a new greetpb.GreetServiceClient using the connection. This client can be used
to call the RPCs defined in the GreetService service.
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e It calls the Greet function, passing in the client. This function calls the Greet RPC on the
server.

o The other function calls (GreetManyTimes, GreetEveryone, LongGreet) are commented
out. Ifyou uncomment these lines one by one (one function at a time invoked), you can see
the different types of RPCs in action:

e GreetManyTimes demonstrates server-side streaming. The server will send multiple
responses fora single request.

e (GreetEveryone demonstrates bidirectional streaming. The client and server send multiple
messages to each other independently.

e longGreet demonstrates client-side streaming. The client sends multiple requests and
gets a single response from the server.

e  You can run the client by running the below commands in the terminal (Integrated VSC
Terminal)

Final Source Code >> Link
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Meal Mingle

1. Introduction to Microservices.

Microservices Cloud Architecture

User Interface

Microservice 1 Microservice 6

Microservice 2 Microservice 3 Microservice 4 Microservice 5
H H H H

Compute/Database Compute/Database Compute/Database Compute/Database

Microservices are an architectural and organizational approach
to software development where software is composed of small
independent services that communicate over well-defined
APls. These services are owned by small, self-contained
teams.

Microservices architectures make applications easier to scale
and faster to develop, enabling innovation and accelerating
time-to-market for new features.

Key Points of Microservices:

e Single Responsibility: Each microservice handles one
specific function.
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Independent Deployment: Services can be deployed and
updated independently.

Communication: Services communicate via APIs using
protocols like HTTP/REST or messaging queues.
Decentralized Data Management: Each service manages
its own database.

Service Discovery: Tools like Eureka or Consul help
services locate each other.

API| Gateway: Acts as a single entry point for client
requests, routing them to the appropriate services.
Resilience: Patterns like circuit breakers and retries
handle failures gracefully.

Monitoring and Logging: Centralized systems track
performance and health of services.

Example Workflow:

Client Request: A client sends a request to the API
Gateway.

API Gateway: Routes the request to the appropriate
microservice.

Service Interaction: The microservice processes the
request, possibly interacting with other services.
Database Access: The microservice accesses its own
database.

Response: The microservice sends the response back
through the APl Gateway to the client.

Benefits:

Build an E-marketplace web application

Scalability: Individual services can be scaled
independently.
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e Flexibility: Teams can use different technologies and tools
best suited for each service.

« Resilience: The system remains operational
even if some services falil.

For more reference - External Refernce about
microservices

Clone the Meal-Mingle Respository >> Link
Final Source Code of Auth-Microservice >> Link

Final Source Code of Restaurant-Microservice >> Link

Final Source Code of Order-Microservice >> Link

2. Auth Microservice.

The "auth-micro" service is typically responsible for both authentication and authorization. It
verifies user and admin credentials, manages session information, and handles roles and
permissions.

For authentication, it checks if the provided credentials are valid. If they are, it issues a JWT
(JSON Web Token) that the user or admin can use for subsequent requests.

For authorization, it checks the roles and permissions associated with the JWT provided in a
request. This determines what resources and operations the user or admin has access to.

Additionally, the "auth-micro" service may also handle the creation and management of admin
details, ensuring that only authorized personnel can perform administrative tasks.

Step 1. Setup (Installation)

1. Install the VSC and setup the go installation
2. Open Visual studio code integrated terminal.
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3. Go to the auth-microservice
a. cd auth-micro
4. Run the commands given below in the terminal to add dependencies.

go get -u gorm.io/gorm

go get -u gorm.io/driver/mysq|l

go get -u google.golang.org/grpc

go install

go install

go get -u golang.org/x/crypto/bcrypt

go get github.com/grpc-ecosystem/grpc-gateway/v2/protoc-gen-grpc-gateway

go get github.com/grpc-ecosystem/grpc-gateway/v2/runtime

go get github.com/joho/godotenv

go get github.com/dgrijalva/jwt-go
go get -u go.uber.org/zap

go get github.com/gorilla/handlers
go get

e goget-ugorm.io/gorm: This command fetches the GORM library, which is a popular
ORM (Object-Relational Mapper) for Go. The -u flag ensures that the latest version is
fetched.

e go get-ugorm.io/driver/mysql: This command fetches the MySQL driver for GORM.
This allows GORM to interact with MySQL databases.

e go get-ugoogle.golang.org/grpc: This command fetches the gRPC library for Go.
gRPC is a high-performance, open-source universal RPC framework.

e go install google.golang.org/grpc/cmd/protoc-gen-go-grpc@v1.2: This command

installs the specific version (v1.2) of the Go gRPC plugin for the Protocol Buffers
compiler.
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e go install google.golang.org/protobuf/cmd/protoc-gen-go@v1.28: This command
installs the specific version (v1.28) of the Go plugin for the Protocol Buffers compiler.

e go get-u golang.org/x/crypto/bcerypt: This command fetches the berypt library from
the golang.org/x/crypto package. Berypt is a password hashing algorithm.

e go get github.com/grpc-ecosystem/grpc-gateway/v2/protoc-gen-grpc-gateway:
This command fetches the gRPC Gateway plugin for the Protocol Buffers compiler. gRPC
Gateway generates a reverse-proxy server which translates a RESTful JSON API into
gRPC.

e go get github.com/grpc-ecosystem/grpc-gateway/v2 /runtime: This command
fetches the runtime package for the gRPC Gateway.

e go get github.com/joho/godotenv: This command fetches the godotenv library,
which allows you to read from .env files.

e go get github.com/dgrijalva/jwt-go: This command fetches the jwt-go library, which
is used for encoding and decoding JSON Web Tokens (JWT) in Go.

e goget-ugo.uber.org/zap: This command fetches the Zap logging library from Uber.
Zap is a fast, structured, leveled logging library for Go.

e go get github.com/gorilla/handlers: This command fetches the handlers package
from the Gorilla web toolkit. This package provides useful handlers for Go's net/http
package.

5. Compile the user.proto file

cd auth-micro

make proto-generate

6. Run the command

go mod tidy
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PS: - Don’t worry if you are getting some errors after cloning the code from the
GitHub, all the errors will be gone after adding and importing the dependencies.

1. Ifyou are getting any error while running the command (make proto-
generate), make sure the environment variable is set.

2. Ifthe error is “protoc-gen-go-grpc: program not found or is not executable,
Please specify a program using absolute path or make sure the program is
available in your PATH system variable”

Use this command “export PATH=$PATH:$(go env GOPATH)/bin ” for mac
without double quotes.

Open Workbench and click on the Local instance

MySQL Connections ®®

Local instance 3306

root
localhost:3306

Create a schema test.
7. Integrating with the SQL Database
1. Install the SQL Server Link

2. Install the Workbench Link

3. Open the workbench and create a schema test on the connected server.
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# Local instance 3306
S
L & 338
administration s
MANAGEMENT
® server S
Clent Connections
ars and Privileges
Status and System Variables
& Dwa Export
& Data Import/Restore
INSTANCE %
¥ Startup / Shutdown
A server togs
# Options File
PERFORMANCE
@ Dashboard
T —
rformance Schema Setup

Object Info.
Mo object selecied

&' Schema Editor

Schema Name:

Character Set:

Collation:
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Specify the name of the schema here. You can use any combination of ANS letters, numbers and the
underscore character for names that don't require quoting. For more flexibiity you can use the entire
Unicode Basic Multilingual Pane (BMP), but you will have to quote the name later when you refer to it.

test

The character set and its collation selected here will be used when no cther charset/collation is set for a
database object (1t uses the DEFAULT value then). Setting DEFAULT here will make the schema to use the
server defaults.

Default Charset

Default Collation

Apply | [ Revert

The test schema will be available in the schema list (top left corner).

SCHEMAS
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Step 2. The Directory Structure of the auth-microservice will like this: -
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O auth-micro
config
O jwt
60 jwt_manager.go
3 model
60 main.go
O proto

google

G0 user_grpc.pb.go
60 user.pb.go
60 user.pb.gw.go
® user.proto
O tools
60 tools.go

Ll

¢ .gitignore

-0 addOwnerDetails.go

60 addUser_test.go

60 addUser.go

60 guthenticateUser_test.go

6o guthenticateUser.go
Dockerfile

B generate.sh

6o getUserDetails.go

6o go.mod

¢g go.sum

60 main.go 61
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ep 3. main.go/model
gorm:"unique” is a tag used with the GORM (Go Object-Relational Mapper) library. This
tag is used to set a unique constraint on a field in a struct that represents a database table.
When GORM creates the table in the database, it will ensure that this field has a unique
constraint, meaning that no two rows in the table can have the same value for this field. If
you try to insert a row with a duplicate value in this field, the database will return an error.

‘gorm:"foreignKey:UserID;unique™ This is a GORM (Go Object-Relational Mapper) tag
used in Go struct field declarations. It's used to specify database-related properties for the
struct field. Here's a breakdown:

o foreignKey:UserID: This tells GORM that the field is a foreign key that references
the UserID field in another table.

e unique: This tells GORM that the values in this field should be unique across all
records in the table.

Step 4. Create a .env file for environment variables.

="SECRET_KEY_JWT_TOKEN"

="root"

="127.0.0.1"
="<password>"
="test"
="3306"

PS: - Make sure to replace <password> with the password entered during DB installation.

Step 5. main.go/config

(

model "auth-microservice/mode
|lfmt|l

"IOg"

(O]

"strings"

"unicode"
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"github.com/joho/godotenv"
"golang.org/x/crypto/bcrypt"
"gorm.io/driver/mysql"

"gorm.io/gorm"

DatabaseDsn() string {
fmt.Sprintf("%s: %s@tcp(%s: %s)/%s?charset=utf8&parse Time=True&loc=Local",
0s.Getenv("MYSQL_USER"),
0s.Getenv("MYSQL_PASSWORD"),
0s.Getenv("MYSQL_HOST"),
0s.Getenv("MYSQL_PORT"),
(

0s.Getenv("MYSQL_DATABASE"),

ValidatePhone(userPhone string) bool{
len(userPhone) = 10 {

false

_, char userPhone {
char <'0' || char > '9'{
false

true

ValidateFields(userEmail string, userPassword string, userName string, userPhone string)
bool{

userEmail userPassword userName userPhone == ""{
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false
strings.Contains(userEmail, "@") || !strings.Contains(userEmail, ".") {
false
len(userPassword) >= 6 ValidatePhone(userPhone)
GoDotEnvVariable(key string) string {
err := godotenv.Load(".env"
err |= nil {
log.Fatalf("Error loading .env file")

0s.Getenv(key)

ConnectDB() (*gorm.DB, *gorm.DB) {

userdb, err := gorm.Open(mysql.Open(DatabaseDsn()), &gorm.Config{})

err |= nil {

panic("failed to connect database")
userdb.AutoMigrate(&model.User{})
ownerDetailsdb, err := gorm.Open(mysqgl.Open(DatabaseDsn()), &gorm.Config{})

err |= nil {
panic("failed to connect database")

ownerDetailsdb.AutoMigrate(&model.Details{})

userdb, ownerDetailsdb
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GenerateHashedPassword(password string) string {

hashedPassword, err := berypt.GenerateFromPassword([] byfe(password),
bcrypt.DefaultCost)
err |= nil {

log.Fatalf("Couldn't hash password and the error is %s", err)

string(hashedPassword)

ComparePasswords(hashedPassword string, password string) error{

berypt.CompareHashAndPassword([] byie(hashedPassword), [|byfe(password))

ValidateOwnerDeatils(AccountNumber string, IFSCCode string,
BankName string, BranchName string, PanNumber string,

AdharNumber string, GstNumber string) boo/{

AccountNumber == "" || IFSCCode == " || BankName == "
BranchName == "" || PanNumber == "" || AdharNumber == "" || GstNumber == "" {

false

}
len(AccountNumber) = 12 {

false

len(IFSCCode) != 11 || lunicode.lsLetter(rune(IFSCCode[0])) {
false
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1. DatabaseDsn(): This function constructs a MySQL data source name (DSN) from
environment variables.

2. ValidateFields(userEmail, userPassword, userName, userPhone string): This
function validates user input fields. It checks if any of the fields are empty, if the
email contains "@" and ".", if the phone number is exactly 10 digits long and only
contains digits, and if the password is at least 6 characters long.

3. GoDotEnvVariable(key string): This function loads environment variables from a
.env file and returns the value of the specified key.

4. ConnectDB(): This function connects to a MySQL database using the DSN from
DatabaseDsn(). It returns two *gorm.DB instances after migrating the User and
Details models.

5. GenerateHashedPassword(password string): This function generates a hashed
password using the bcrypt algorithm.

6. ComparePasswords(hashedPassword, password string): This function
compares a hashed password with a plaintext password. It returns an error if they
don't match.

7. ValidateOwnerDetails(AccountNumber, IFSCCode, BankName, BranchName,
PanNumber, AdharNumber, GstNumber string): This function validates owner
details. It checks if any of the fields are empty, if the account number is exactly 10
digits long, if the IFSC code is 11 characters long and starts with a letter, and if the
GST number is 15 characters long and matches a specific pattern.

Ps: If you are getting this error “Could not import the dependency”.
Then reinstall the same dependency again, generate.sh file contains all the
dependencies command.

Step 6. jwt_manager.go/jwt

jwt

(

"context"
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||fmt||

(O]
|

"strings'

||time|l

"auth-microservice/model"

"github.com/dgrijalva/jwt-go"
"google.golang.org/grpc"
"google.golang.org/grpc/metadata”

"google.golang.org/grpc/status”

JWTManager
secretKey  string

tokenDuration time.Duration

UserClaims

jwt.StandardClaims

UserEmail string

UserRole string

NewJWTManager(secretKey string, fokenDuration time.Duration) (*JWTManager, error) {

JWTManager{
secretKey: secretKey,

tokenDuration: tokenDuration,
}, nil

(manager*JWTManager) GenerateToken(user "model.User) (string, error) {
claims := UserClaims{
StandardClaims: jwt.StandardClaims{

Build an E-marketplace web application




T™
INCUBATION
CELL

ExpiresAt: time.Now().Add(manager.tokenDuration).Unix(),
b
UserEmail: user.Email,

UserRole: user.Role,

token = jwt.NewWithClaims(jwt.SigningMethodHS256, claims)
token.SignedString([] byfe(manager.secretKey))

VerifyToken(accessToken string) (*UserClaims, error) {
token, err := jwt.ParseWithClaims(
accessToken,
UserClaims{},
(foken *jwt.Token) ( {}, erron) {
_, ok := token.Method.("jwt.SigningMethodHMAC)
ok {

nil, fmt.Errorf("unexpected token signing method")

[|byte(os.Getenv("SECRET_KEY™)), nil

nil {

nil, fmt.Errorf("invalid token: %w", err)

}

claims, ok := token.Claims.("UserClaims)
ok {

nil, fmt.Errorf("invalid token claims")

claims, nil
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Unarylnterceptor(cix context.Context, req any, /info *grpc.UnaryServerinfo, handler

grpc.UnaryHandler) (resp any, err error) {

info.FullMethod "/userpb.UserService/AddUser" || info.FullMethod
"/userpb.UserService/AuthenticateUser" {
handler(ctx, req)
}
info.FullMethod == "/userpb.UserService/PhoneVerification" {
handler(ctx, req)
}
md, ok := metadata.FromIncomingContext(ctx)
ok {
nil, status.Errorf(401, "metadata is not provided")
}
tokenString := md.Get("authorization")
len(tokenString) == 0 {
nil, status.Errorf(401, "authorization token is not provided")

}
token := strings.Split(tokenString[0], " ")

claims, err := VerifyToken(token[1])

err |= nil {

nil, status.Errorf(401, "token is invalid: %V", err)

ctx = context.WithValue(ctx, "userEmail", claims.UserEmail)

ctx = context.WithValue(ctx, "userRole", claims.UserRole)

handler(ctx, req)
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JWTManager struct: This struct holds the secret key for signing the JWT
and the duration for which the token is valid.

UserClaims struct: This struct extends the standard JWT claims with
UserEmail and UserRole fields.

New]JWTManager(secretKey string, tokenDuration time.Duration):
This function creates a new JWT manager with the provided secret key
and token duration.

GenerateToken(user *model.User): This method of JWTManager
generates a new JWT for a user. The token's claims include the user's
email, role, and an expiration time.

VerifyToken(accessToken string): This function verifies a JWT and
returns the claims if the token is valid. It checks the signing method and
the secret key.

Unarylnterceptor(ctx context.Context, req any, info
*grpc.UnaryServerlnfo, handler grpc.UnaryHandler): This function is
a gRPC unary interceptor. It checks the incoming request for an
authorization token in the metadata. If the token is valid, it adds the user's
email and role to the context and passes the request to the handler. If the
token is invalid or not provided, it returns an error. It also skips
authentication for the AddUser and AuthenticateUser endpoints.

Guide on Jwt-Token >> Link

Guide on Authentication and Authorization >> Link

Step 7. Creating a gRPC Server with gRPC Gateway More on gRPC Gateway in

main.go file

(

"auth-microservice/config"
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"auth-microservice/jwt"

userpb "auth-microservice/proto/user"
"context"

"log"

"net"

"net/http"

(O]

"time"

"github.com/gorilla/handlers"
"github.com/grpc-ecosystem/grpc-gateway/v2/runtime"
"github.com/joho/godotenv"

"go.uber.org/zap"

"google.golang.org/grpc"

"google.golang.org/grpc/credentials/insecure”

"gorm.io/gorm"

(
StatusBadRequest 400

StatusConflict 409
StatuslnternalServerError = 500
StatusOK 200
StatusCreated 201
StatusNotFound 404
StatusUnauthorized 401
StatusForbidden 403

logger “zap.Logger

init() {

err error

Build an E-marketplace web application




T™
INCUBATION
CELL

logger, err = zap.NewDevelopment()
err |= nil {

panic(err)

logger.Sync()

userDbConnector “‘gorm.DB

ownerDetailsDbConector “gorm.DB

UserService {

userpb.UnimplementedUserServiceServer

jwtManager “jwt.JWTManager

startServer() {

logger.Info("Starting server...")

err := godotenv.Load()

err |= nil {

logger.Fatal("Error loading .env file", zap.Error(err))

userDbConnector, ownerDetailsDbConector = config.ConnectDB()

listener, err := net.Listen("tcp", "localhost:50051")

err |= nil {
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logger.Fatal("Failed to start server", zap.Error(err))

JwtManager, err := jwt.NewJWTManager(os.Getenv("SECRET_KEY"), 5"time.Hour)
err |= nil {

logger.Fatal("Failed to create JWT manager", zap.Error(err))

grpcServer = grpc.NewServer(

grpc.Unarylinterceptor(jwt.Unarylnterceptor),

userpb.RegisterUserServiceServer(grpcServer, &UserService{jwtManager: JwtManager})

01

err := grpcServer.Serve(listener); err |= nil {

logger.Fatal("Failed to serve", zap.Error(err))

connection, err := grpc.DialContext(

context.Background(),
"localhost:50051",
grpc.WithBlock(),

grpc.WithTransportCredentials(insecure.NewCredentials()),

err |= nil {
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logger.Fatal("Failed to dial server", zap.Error(err))

gwmux := runtime.NewServeMux()

err = userpb.RegisterUserServiceHandler(context.Background(), gwmux, connection)

err |= nil {

logger.Fatal("Failed to register gateway", zap.Error(err))

corsOrigins := handlers.AllowedOrigins([] string{"http://localhost:3000"})

corsMethods := handlers.AllowedMethods([] string{"GET", "POST", "PUT", "DELETE",
"OPTIONS"})

corsHeaders := handlers.AllowedHeaders([] string{"Content-Type", "Authorization"})

corsHandler := handlers. CORS(corsOrigins, corsMethods, corsHeaders)

wrappedGwmux := corsHandler(gwmux)

gwServer http.Server{
Addr:  ":8090",
Handler: wrappedGwmux,

}

logger.Info("Serving gRPC-Gateway", zap.String("address", "http://0.0.0.0:8090"))
err := gwServer.ListenAndServe(); err |= hitp.ErrServerClosed {

log.Fatalf("Failed to listen and serve: %V", err)
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startServer()

This Go code is the main entry point for an authentication microservice. It
sets up and starts a gRPC server and a gRPC-Gateway server. Here's a

breakdown:

1. init(): This function initializes a logger using the zap library.

2. UserService struct: This struct implements the UserServiceServer
interface from the userpb package. It includes a JWT manager for
handling JSON Web Tokens.

3. startServer(): This function starts the gRPC and gRPC-Gateway
servers. [t does the following:

i. Loads environment variables from a .env file using godotenv.
ii. Connects to the database using config.ConnectDB().

iii. Starts a gRPC server on localhost:50051. It registers the
UserService with the server and uses a JWT unary interceptor
for handling tokens.

iv. Starts a gRPC-Gateway server on localhost:8090. This server
acts as a HTTP/JSON proxy to the gRPC server. It also sets up
CORS (Cross-Origin Resource Sharing) using the handlers
package from gorilla.

4. main(): This function simply calls startServer() to start the servers.

5. The gRPC server and gRPC-Gateway server run concurrently in
separate goroutines. The gRPC server handles gRPC requests, while
the gRPC-Gateway server translates HTTP/JSON requests into gRPC
requests.
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Go to auth-microservice :- cd auth-micro
Run Command (to start the server) :- go run.

Step 8. Adding addUser RPC in addUser.go file.

(

"auth-microservice/config"
"auth-microservice/model"

userpb "auth-microservice/proto/user"
"context"

"fmt"

"strconv"

"go.uber.org/zap"
"gorm.io/gorm"

(userServiceManager *UserService) AddUser(cix context.Context, request
userpb.AddUserRequest) (‘userpb.AddUserResponse, error) {
userEmail := request.UserEmail
userPassword := request.UserPassword
userName := request.UserName
userPhone = request.UserPhone
userRole = request.UserRole

logger.Info("Received AddUser request”,
zap.String("userEmail", userEmail), zap.String("userName", userName),

zap.String("userPhone", userPhone), zap.String("userRole", userRole))

Build an E-marketplace web application
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userRole = model.UserRole userRole = model.AdminRole {
logger.Warn("Invalid user role", zap.String("userRole", userRole))
userpb.AddUserResponse{

Data: nil,
Message: "Invalid user role. User role can only be user or admin",
Error: "Invalid Role",
StatusCode: StatusBadRequest,
}, nil

config.ValidateFields(userEmail, userPassword, userName, userPhone) {
logger.Warn("Invalid request fields",
zap.String("userEmail", userEmail),
zap.String("userName", userName),

zap.String("userPhone", userPhone))

userpb.AddUserResponsef

Data: nil,
Message: "The request contains missing or invalid fields. Make sure Phone number is
10 digits long.",
Error: "Invalid Request",
StatusCode: /nf64(StatusBadRequest),
}, nil

existingUser model.User
userNotFoundError := userDbConnector.\Where("email = ?",

userEmail).First(&existingUser).Error

userNotFoundError == gorm.ErrRecordNotFound {

hashedPassword := config.GenerateHashedPassword(userPassword)

newUser model.User{Name: userName, Email: userEmail,

Phone: userPhone, Password: hashedPassword, Role: userRole}
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primaryKey := userDbConnector.Create(newUser)

primaryKey.Error = nil {

logger.Error("Failed to create user", zap.String("userPhone",existingUser.Phone),

zap.Error(primaryKey.Error))
userpb.AddUserResponsef

Data: nil,
Message: "The phone number is already registered.",
Error: "Conflict",
StatusCode: /nf64(StatusConflict),
}, nil

token, err := userServiceManager.jwtManager.GenerateToken(newUser)
err = nil {
logger.Error("Error in generating token")
userpb.AddUserResponsef

Data: nil,
Error: "Internal Server Error",
StatusCode: /inf64(StatusinternalServerError),
Message: "Security Issues, Please try again later.",
}, nil
}
logger.Info(fmt.Sprintf("User %s created successfully”, newUser.Name))

userpb.AddUserResponse{

Message: "User created successfully",
Error: ", StatusCode: /nf64(StatusOK),

Data: &userpb.Responsedata{

User: &userpb.User{
Userld: strconv.FormatUint(uint64(newUser.ID), 10),

UserName: newUser.Name,
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UserEmail: newUser.Email,
UserPhone: newUser.Phone,

3
Token: token,
|3
}, nil
}

logger.Warn("User email already registered", zap.String("userEmail", userEmail))

userpb.AddUserResponsef
Data: nil,

Message: "User Email is already registered",

Error: "Conflict",
StatusCode: /nf64(StatusConflict),
}, nil

1. The method AddUser takes in a context and a request of type
AddUserRequest from the userpb package. It returns a response of type
AddUserResponse and an error.

2. It first extracts the user's email, password, name, phone, and role from the
request and logs the received request.

3. It then checks if the user role is valid (either UserRole or AdminRole). If
not, it logs a warning and returns a response with an error message and a
StatusBadRequest status code.

4. It then validates the request fields (email, password, name, phone) using
the ValidateFields function from the config package. If any of these fields
are invalid, it logs a warning and returns a response with an error
message and a StatusBadRequest status code.
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5. Itthen tries to find a user with the provided email in the database. If the

user is found, it logs a warning and returns a response with an error

message and a StatusConflict status code.

6. If the user is not found, it hashes the provided password using the
GenerateHashedPassword function from the config package, creates a
new User struct with the provided details, and tries to add the new user to

the database.

7. Ifthere's an error in adding the user to the database, it logs the error and

returns a response with an error message and a StatusConflict status

code.

8. If the user is added successfully, it generates a JWT token for the user
using the GenerateToken method of the jwtManager in the UserService. If
there's an error in generating the token, it logs the error and returns a

response with an error message and a StatusInternalServerError status

code.

9. If the token is generated successfully, it logs that the user was created
successfully and returns a response with the user's details and the

generated token, and a StatusOK status code.

Testing addUser gRpc route through postman, as gprc gateway is already
impelmented.

You can find the request url in the rpc implementation inside user.proto file
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Home Workspaces v API Network Q s tma 2 Invite
2 My Workspace New  Import
] t = [ http:/flocalhost:8090/apifusers/register/user
POST http:f/

form-data v binary GraphQL

Body

Pretty
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AddUserRequest (AddUserResponse
google.api.http) =
"/api/users/register/{userRole}"
II*II

user {
string userId = 1;
string userName =

2;
string userEmail = 3;
string userPhone = 4;

Responsedata{
string token = 1;
user user = 2;

AddUserRequest {
string userName = 1;
string userEmail = 2; Request
string userPhone = 3; Body
string userPassword = 4;
string userRole = 5;

AddUserResponse {
Responsedata data = 1;
string message = Response
string error = 3; body
int64 statusCode

More on Http Request >> Link

More on Postman >> Link

Step 9. Adding authenticateUser.go file

"auth-microservice/config"

"auth-microservice/model"

userpb "auth-microservice/proto/user”
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"context"

"strconv'

"strings"

"go.uber.org/zap"

(UserServiceManager *UserService) AuthenticateUser(ctx context.Context, request

userpb.AuthenticateUserRequest) (“userpb.AuthenticateUserResponse, error) {

userEmail := request.UserEmail
userPassword := request.UserPassword
logger.Info("Received AuthenticateUser request”,

zap.String("userEmail", userEmail))

userEmail userPassword strings.Contains(userEmail, "@")

strings.Contains(userEmail, ".") || len(userPassword) < 6 {

logger.Warn("Invalid request fields",

zap.String("userEmail", userEmail),

zap.String("userPaasword", userPassword))

userpb.AuthenticateUserResponse{

Data: nil,
Message: "The request contains missing or invalid fields.",
Error: "Invalid fields!",
StatusCode: StatusBadRequest,
}, nil

existingUser model.User

userNotFoundError := userDbConnector.\Where("email = ?",

userEmail).First(&existingUser).Error
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userNotFoundError != nil {

logger.Warn("Authentication failed",
zap.String("userEmail", userEmail),
zap.String("userRole", existingUser.Role),
zap.Error(userNotFoundError))

userpb.AuthenticateUserResponse{

Data: nil,
Message: "Authentication Failed, User not found OR Invalid role",
Error: "Not Found",
StatusCode: StatusNotFound,
}, nil
}

existingUser.Role = request.Role {

logger.Warn("Invalid role for user", zap.String("userEmail", userEmail),

zap.String("userRole", existingUser.Role))

userpb.AuthenticateUserResponse{

Data: nil,
Message: "Invalid role",
Error: "Unauthorized",
StatusCode: StatusUnauthorized,
}, nil
}
config.ComparePasswords(existingUser.Password, userPassword) != nil {
logger.Warn("Authentication failed due to wrong password",
zap.String("userEmail", userEmail))

userpb.AuthenticateUserResponse{

Message: "Authentication Failed,Wrong Password",
Error: "Unauthorized", StatusCode: StatusUnauthorized,
}, nil
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token, err := UserServiceManager.jwtManager.Generate Token(&existingUser)

err |= nil {

logger.Error("Error in generating token",
zap.String("userEmail", userEmail),
zap.Error(err))

userpb.AuthenticateUserResponse{

Data: nil,

Error: "Internal Server Error",

StatusCode: StatusinternalServerError,

Message: "Security Issues, Please try again later.",
}, nil

}

logger.Info("User authenticated successfully",
zap.String("userEmail", existingUser.Email),
zap.String("userName", existingUser.Name))

userpb.AuthenticateUserResponse{Error: "",

Message: "User authenticated successfully",
StatusCode: StatusCreated,

Data: &userpb.Responsedataf

User: &userpb.User{
Userld: strconv.FormatUint(uint64(existingUser.ID), 10),
UserName: existingUser.Name,
UserEmail: existingUser.Email,
UserPhone: existingUser.Phone,

}

Token: token,

B,
}, nil
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. The method AuthenticateUser takes in a context and a request oftype

AuthenticateUserRequest from the userpb package. It returns a response
oftype AuthenticateUserResponse and an error.

. It first extracts the user's email and password from the request and logs

the received request.

. Itthen checks ifthe request contains the required fields (email and

password). Ifanyofthese fields are missingor invalid, it logs a warning
and returns a response with an errormessage and a StatusBadRequest
status code.

. It then tries to find a user with the provided email in the database. Ifthe

useris not found, it logs a warning and returns a response with an error
message and a StatusNotFound status code.

. Ifthe useris found, it checks ifthe user's role matches the role in the

request. Iftheydon't match, it logs a warning and returns a response with
an error message and a StatusUnauthorized status code.

. Itthen compares the provided password with the user's password in the

database usingthe ComparePasswords function from the config
package. Ifthe passwords don't match, it logs a warning and returns a
response with an error message and a StatusUnauthorized status code.

. Ifthe passwords match, it generates a JWTtoken for the userusing the

GenerateToken method ofthe jwtManager in the UserService. If there's an
error in generating the token, it logs the error and returns a response with
an error message and a StatusInternalServerError status code.
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8. Ifthe token is generated successfully, it logs that the user was
authenticated successfullyand returns a response with the user's details
and the generated token, and a StatusCreated status code.

Step 10. Adding addOwnerDetails.go file

(

"auth-microservice/config"
"auth-microservice/model"

userpb "auth-microservice/proto/user"
"context"

"strconv"

"go.uber.org/zap"

(*UserService) AddOwnerDetails(ctx context.Context, request

userpb.AddOwnerDetailsRequest) (‘userpb.AddOwnerDetailsResponse, error) {
logger.Info("Received AddOwnerDetails request”,

zap.String("accountNumber", request.AccountNumber),
zap.String("bankName", request.BankName),
zap.String("branchName", request.BranchName),
zap.String("ifscCode", request.lfscCode),
zap.String("panNumber", request.PanNumber),
zap.String("adharNumber", request.AdharNumber),
zap.String("gstNumber", request.GstNumber))

userEmail, emailCtxError := ctx.Value("userEmail").(string)
userRole, roleCtxError := ctx.Value("userRole").(string)
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emailCtxError || 'roleCtxError {
logger.Error("Failed to get user email and role from context")

userpb.AddOwnerDetailsResponse{

Message: "Failed to get user email and role from context",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,
}, nil
}
logger.Info("Context values retrieved", zap.String("userEmail", userEmail),
zap.String("userRole", userRole))
userRole = model.AdminRole {
logger.Warn("Permission denied", zap.String("userRole", userRole))

userpb.AddOwnerDetailsResponse{

Data: nil,

Message: "You do not have permission to perform this action. Only admin can add
owner details",

StatusCode: StatusForbidden,

Error: "Forbidden",

}, nil

ownerDetails model.Details
ownerDetails.AccountNumber = request.AccountNumber
ownerDetails.BankName = request.BankName
ownerDetails.BrachName = request.BranchName
ownerDetails.lIfscCode = request.lfscCode
ownerDetails.PanNumber = request.PanNumber
ownerDetails.AdharNumber = request.AdharNumber

ownerDetails.GstNumber = request.GstNumber

config.ValidateOwnerDeatils(request.AccountNumber, request.lfscCode,
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request.BankName, request.BranchName, request.PanNumber, request.AdharNumber,
request.GstNumber) {
logger.Warn("Invalid owner details", zap.String("userEmail", userEmail))

userpb.AddOwnerDetailsResponse{

Data: nil,
Message: "Invalid owner details make sure to use mentioned format.",
Error: "Invalid Fields",
StatusCode: StatusBadRequest,
}, nil

user model.User
userDbConnector.Where("email = ?", userEmail).First(&user)

ownerDetails.Userld = strconv.FormatUint(vinf64(user.ID), 10)

existingOwnerDetails model.Details
ownerDetailsNotFoundError := ownerDetailsDbConector.Where("user_id = ?",
ownerDetails.Userld).First(&existingOwnerDetails).Error

ownerDetailsNotFoundError = nil {

primaryKey := ownerDetailsDbConector.Create(&ownerDetails)

primaryKey.Error = nil {

logger.Error("Failed to create owner details", zap.String("userld", ownerDetails.Userld),

zap.Error(primaryKey.Error))
userpb.AddOwnerDetailsResponse(

Data: nil,
Message: "Owner details already exist",
Error: "Failed to create owner details",
StatusCode: StatusConflict,

}, nil
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logger.Info("Owner details added successfully", zap.String("userld", ownerDetails.Userld))

userpb.AddOwnerDetailsResponse{
Data: &userpb.AddOwnerDetailsResponseData({
Userld: ownerDetails.Userld,
b
Message: "Owner details added successfully",
Error: "
StatusCode: StatusCreated,

}, nil

}

logger.Warn("Owner details already exist", zap.String("userld", ownerDetails.Userld))

userpb.AddOwnerDetailsResponse(
Message: "Owner details already exists",

Error: "Conflict",
StatusCode: StatusConflict,
}, nil

1. This Go code is a method of the UserService struct that adds owner details
to the database. Here's a breakdown:

2. The method AddOwnerDetails takes in a context and a request of type
AddOwnerDetailsRequest from the userpb package. It returns a response
of type AddOwnerDetailsResponse and an error.

3. Itfirst logs the received request, which includes the account number, bank
name, branch name, IFSC code, PAN number, Aadhar number, and GST
number.

4. Itthen tries to extract the user's email and role from the context. If it fails,
itlogs an error and returns a response with an error message and a
StatusInternalServerError status code.
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5. Ifthe user's role is not AdminRole, it logs a warning and returns a

response with an error message and a StatusForbidden status code.
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6. It then creates a new Details struct with the provided details and validates
these details using the ValidateOwnerDetails function from the config
package. If the details are invalid, it logs a warning and returns a response

with an error message and a StatusBadRequest status code.

7. It then tries to find a user with the provided email in the database and sets

the Userld of the Details struct to the ID of the found user.

8. Itthen tries to find existing owner details for the user in the database. If
the details are not found, it tries to add the new owner details to the

database.

9. If there's an error in adding the owner details to the database, it logs the
error and returns a response with an error message and a StatusConflict

status code.

10.If the owner details are added successfully, it logs that the details were

added successfully and returns a response with the user's ID and a

StatusCreated status code.

11.If the owner details already exist in the database, it logs a warning and
returns a response with an error message and a StatusConflict status

code.

>> Testing addOwner rpc routes is little bit diff. As compared to testing
addUser rpc, because it include jwt token in the authorization, bearer token
(part of request body)

>> Here is the step by step guide.
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1. Register the admin or if already registered login the admin.

2 & Ugrade ~

Home  Works ~ APl Network

2 My Workspace Mew  Import & POST hitp:/ficcal

i http:/flocalhost:8090/api/users/register/admin

2. Grab the token, click on the Authorization (between Params and
Headers), select Bearer Token and paste the token inside the textbox.

3. Now, we can test the addOwnerDetails rpc.
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Ihost:8090/api/users/details

hitpifilo

PS: With the same steps we can test routes that are protected by jwt-token.
More information on routes >> Link

Refer this to get more understanding on how to convert
protobuff to their corresponding json >> Link

Step 11. Adding updateOwnerDetails.go file

"auth-microservice/config"

"auth-microservice/model"

userpb "auth-microservice/proto/user”
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"context"

"strconv"

"go.uber.org/zap"

(*UserService) UpdateOwnerDetails(ctx context.Context, request

userpb.UpdateOwnerDetailsRequest) (“userpb.UpdateOwnerDetailsResponse, error) {

userEmail, ok := ctx.Value("userEmail").(string)
ok {
logger.Error("Failed to get user email from context")

userpb.UpdateOwnerDetailsResponse{

Data: nil,
Message: "Failed to get user email from context",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

logger.Info("Received UpdateOwnerDetails request”, zap.String("userEmail", userEmail))

user model.User
ownerDetails model.Details
err := userDbConnector.Where("email = ?", userEmail).First(&user)
err.Error = nil {

logger.Warn("Admin does not exist", zap.String("userEmail", userEmail),

zap.Error(err.Error))

userpb.UpdateOwnerDetailsResponse{
Data: nil,
Message: "Admin does not exist",
Error: "Not authorized",
StatusCode: StatusNotFound,
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}, nil
}

logger.Info("Retrieved user details successfully", zap.String("userEmail", userEmail))

config.ValidateOwnerDeatils(request.AccountNumber, request.lfscCode,
request.BankName, request.BranchName, request.PanNumber,
request.AdharNumber, request.GstNumber) {
logger.Warn("Invalid owner details", zap.String("userEmail", userEmail))
userpb.UpdateOwnerDetailsResponse{
Data: nil,

Message: "You do not have permission to perform this action. Invalid owner details."
Error: "Invalid Fields",
StatusCode: StatusBadRequest,

}, nil

ownerDetailsNotFoundError := ownerDetailsDbConector.Where("user_id = ?",
user.ID).First(&ownerDetails).Error
ownerDetailsNotFoundError = nil || user.Role = model.AdminRole {
logger.Warn("Owner details not found", zap.String("userEmail", userEmail),
zap.Error(ownerDetailsNotFoundError))
userpb.UpdateOwnerDetailsResponse{
Data: nil,

Message: "Owner details not found",
Error: "Not authorized",
StatusCode: StatusNotFound,

}, nil

ownerDetails.AccountNumber = request.AccountNumber
ownerDetails.BankName = request.BankName

ownerDetails.BrachName = request.BranchName
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ownerDetails.lIfscCode = request.lfscCode
ownerDetails.PanNumber = request.PanNumber
ownerDetails.AdharNumber = request.AdharNumber
ownerDetails.GstNumber = request.GstNumber

ownerDetails.Userld = strconv.FormatUint(vinf64(user.ID), 10)

err := ownerDetailsDbConector.Where("user_id = ?", user.ID).Save(&ownerDetails).Error;
err = nil {
logger.Error("Failed to update owner details", zap.String("userEmail", userEmail),
zap.Error(err))
userpb.UpdateOwnerDetailsResponse{
Data: nil,
Message: "Failed to update owner details",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,
}, nil
}
logger.Info("Owner details updated successfully", zap.String("userEmail", userEmail))
userpb.UpdateOwnerDetailsResponsef{

Data: &userpb.UpdateOwnerDetailsResponseData{
Userld: ownerDetails.Userld,

b
Message: "Owner details updated successfully",
StatusCode: StatusOK,

Error: ,
}, nil

1. The method UpdateOwnerDetails takes in a context and a request of type
UpdateOwnerDetailsRequest from the userpb package. It returns a
response of type UpdateOwnerDetailsResponse and an error.
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It first tries to extract the user's email from the context. If it fails, it logs an
error and returns a response with an error message and a
StatusInternalServerError status code.

[t then tries to find a user with the provided email in the database. If the
user is not found, it logs a warning and returns a response with an error
message and a StatusNotFound status code.

It then validates the provided owner details using the
ValidateOwnerDetails function from the config package. If the details are
invalid, it logs a warning and returns a response with an error message
and a StatusBadRequest status code.

[t then tries to find existing owner details for the user in the database. If
the details are not found or the user's role is not AdminRole, it logs a
warning and returns a response with an error message and a
StatusNotFound status code.

[t then updates the owner details with the provided details and tries to
save the updated details to the database.

If there's an error in saving the updated details to the database, it logs the
error and returns a response with an error message and a
StatusInternalServerError status code.

If the owner details are updated successfully, it logs that the details were
updated successfully and returns a response with the user's ID and a
StatusOK status code.
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Step 12. phoneVerificationForOtp.go

"auth-microservice/config"
"auth-microservice/model"
userpb "auth-microservice/proto/user"

"context"

"go.uber.org/zap"

(*UserService) PhoneVerification(cix context.Context, request

userpb.PhoneVerificationRequest) (“userpb.PhoneVerificationResponse, error) {

logger.Info("Received PhoneVerification request”, zap.String("phone", request.Phone))
phone := request.Phone

config.ValidatePhone(phone) {

logger.Warn("Invalid phone number", zap.String("phone", phone))

userpb.PhoneVerificationResponse{

Data: nil,
Message: "Invalid phone number. Phone number can only be 10 digits long",
Error: "Invalid Phone",
StatusCode: StatusBadRequest,
}, nil

existingUser model.User
userNotFoundError := userDbConnector.\Where("phone = ?",
phone).First(&existingUser).Error
userNotFoundError == nil {

logger.Warn("Phone number already registered", zap.String("phone", phone))
userpb.PhoneVerificationResponse{
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Data: &userpb.PhoneVerificationResponseData{
Phone: phone,

b
Message: "The phone number is already registered.",
Error:  "Phone number already registered",
StatusCode: StatusOK,

}, nil

userpb.PhoneVerificationResponse{
Data: nil,

Message: "Phone number is not registered",
Error: "Not Found",
StatusCode: StatusNotFound,

}, nil

e A method of the UserService struct that verifies a phone number.

e The method PhoneVerification is defined with a context and a PhoneVerificationRequest as
parameters. It returns PhoneVerificationResponse and an error.

e Itlogs thatitreceived a PhoneVerification request.

e [tretrieves the phone number from the request.

e [t validates the phone number using the ValidatePhone function from the config package. If
the phone number is invalid, it logs a warning and returns a response with a status code

indicating a bad request.

e [t initializes a User struct and attempts to find a user in the database where the phone
number matches the one from the request. If it finds a user, it logs a warning and returns a
response with a status code indicating success.

o Ifitdoesn't find a user, it returns a response with a status code indicating not found.
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Step 13. authenticateUser_test.go file.

"auth-microservice/mode
userpb "auth-microservice/proto/user"
"context"

"testing"

"github.com/stretchr/testify/assert"
"github.com/stretchr/testify/mock"

"github.com/stretchr/testify/suite"

(m *MockJWTManager) GenerateToken(user “'model.User) (string, error) {
args := m.Called(user)

args.String(0), args.Error(1)

MockUserService

mock.Mock

(m *MockUserService) AuthenticateUser(cix context.Context, request

userpb.AuthenticateUserRequest) (“userpb.AuthenticateUserResponse, error) {

args := m.Called(ctx, request)

args.Get(0).("userpb.AuthenticateUserResponse), args.Error(1)

UserServiceTestSuite
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suite.Suite

userService “‘MockUserService

jwtManager “MockJWTManager

(suite "UserServiceTestSuite) SetupTest() {

suite.jwtManager = new(MockJWTManager)

suite.userService = new(MockUserService)

(suite *"UserServiceTestSuite) TestAuthenticateUser_Success() {

request userpb.AuthenticateUserRequest{

UserEmail: "validuser@example.com",
UserPassword: "correctpassword",

Role: model.UserRole,

expectedUser model.User{

Name: "Valid User",

Email: "validuser@example.com",
Phone: "9876543210",

Role: model.UserRole,

Password: "hashedpassword",

token := "mocked_token"
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suite.jwtManager.On("GenerateToken", expectedUser).Return(token, nil)

suite.userService.On("AuthenticateUser", context.Background(), request).Return(
userpb.AuthenticateUserResponse{
StatusCode: 200,
Message: "User authenticated successfully",

Data: &userpb.Responsedataf

User: &userpb.User{
Userld: "1",
UserName: expectedUser.Name,
UserEmail: expectedUser.Email,
UserPhone: expectedUser.Phone,

}

Token: token,

}

Error: ",

}, nil)
response, err = suite.userService.AuthenticateUser(context.Background(), request)

assert.Nil(suite.T(), err)
assert.Equal(suite.T(), /nt64(200), response.StatusCode)

assert.Equal(suite.T(), "User authenticated successfully", response.Message)

assert.NotNil(suite.T(), response.Data)
assert.Equal(suite.T(), token, response.Data.Token)

(suite *"UserServiceTestSuite) TestAuthenticateUser_UserNotFound() {

request userpb.AuthenticateUserRequest{

UserEmail: "nonexistentuser@example.com”,

Build an E-marketplace web application




IIT™

H
BUILD rese é‘mm chon
r

UserPassword: "password",

Role: model.UserRole,

suite.userService.On("AuthenticateUser", context.Background(), request).Return(
userpb.AuthenticateUserResponse{
StatusCode: 404,
Message: "Authentication Failed, User not found OR Invalid role",
Error: "Not Found",

Data: nil,

}, nil)

response, err = suite.userService.AuthenticateUser(context.Background(), request)

assert.Nil(suite.T(), err)

assert.Equal(suite.T(), /inf64(404), response.StatusCode)

assert.Equal(suite.T(), "Authentication Failed, User not found OR Invalid role",
response.Message)

assert.Nil(suite.T(), response.Data)

TestUserServiceTestSuite(f “testing.T) {

suite.Run(t, new(UserServiceTestSuite))

The unit tests for a UserService using the testify package in Go. It includes two test cases:
TestAuthenticateUser_Success and TestAuthenticateUser_UserNotFound.
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e MockJWTManager and MockUserService are mock structures that implement the
methods Generate Token and AuthenticateUserrespectively. These methods return
predefined results when called, which is useful for testing.

e UserServiceTestSuite is a test suite that includes the mock structures as fields. The
SetupTest method is called before each test to initialize these fields.

o TestAuthenticateUser Success is a test case that simulates successful user
authentication. It sets up the mock methods to return successfulresults, calls the
AuthenticateUser method, and then checks that the returned results are as
expected.

o TestAuthenticateUser UserNotFound is a test case that simulates a failed
authentication due to a non-existent user. It sets up the mock AuthenticateUser
method to return a failure result, calls the AuthenticateUser method, and then
checks that the returned results are as expected.

e TestUserServiceTestSuite is the main test function that runs the test suite.

Step 13. addUser_test.go

"auth-microservice/mode
userpb "auth-microservice/proto/user"

"context"

"testing"

"github.com/stretchr/testify/assert"
"github.com/stretchr/testify/mock"
"github.com/stretchr/testify/suite"

"gorm.io/gorm"
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MockJWTManager

mock.Mock

MockUserServiceAddUser

mock.Mock

jwtManager “MockJWTManager

(m *MockUserServiceAddUser) AddUser(cix context.Context, request

userpb.AddUserRequest) (“userpb.AddUserResponse, error) {

args := m.Called(ctx, request)

args.Get(0).("userpb.AddUserResponse), args.Error(1)

MockDBConnector

mock.Mock

(m *MockDBConnector) Where(query string, args

args = append((] {Hquery}, args..)
m.Called(args...).Get(0).(*gorm.DB)

(m *MockDBConnector) Create(value {}) "gorm.DB {

m.Called(value).Get(0).(*gorm.DB)

UserServiceTestSuiteAddUser
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suite.Suite

userService “MockUserServiceAddUser

jwtManager “MockJWTManager

dbConnector “MockDBConnector

(suite *"UserServiceTestSuiteAddUser) SetupTest() {

suite.jwtManager = new(MockJWTManager)

suite.dbConnector = new(MockDBConnector)

suite.userService MockUserServiceAddUser{

jwtManager: suite.jwtManager,

(suite *"UserServiceTestSuiteAddUser) TestAddUser_Success() {

request userpb.AddUserRequest{

UserEmail: "newuser@example.com",
UserPassword: "validpassword",
UserName: "New User",

UserPhone: "1234567890",

UserRole: model.UserRole,

expectedUser model.User{
Name: "New User",
Email: "newuser@example.com",
Phone: "1234567890",
Role: model.UserRole,

Password: "hashedpassword",
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token := "mocked_token"

suite.dbConnector.On("Where", "email = ?", request.UserEmail).Return(suite.dbConnector)

suite.dbConnector.On("Create",
mock.AnythingOfType("*model.User")).Return(&gorm.DB{Error: nil})

suite.jwtManager.On("GenerateToken", expectedUser).Return(token, nil)

suite.userService.On("AddUser", context.Background(), request).Return(
userpb.AddUserResponse{
StatusCode: 200,
Message: "User created successfully",

Data: &userpb.Responsedataf

User: &userpb.User{
Userld: "1",
UserName: expectedUser.Name,
UserEmail: expectedUser.Email,
UserPhone: expectedUser.Phone,

}

Token: token,

}

Error: ",

}, nil)

response, err := suite.userService.AddUser(context.Background(), request)
assert.Nil(suite.T(), err)

assert.Equal(suite.T(), /nf64(200), response.StatusCode)
assert.Equal(suite.T(), "User created successfully", response.Message)
assert.NotNil(suite. T(), response.Data)

assert.Equal(suite.T(), token, response.Data.Token)

(suite "UserServiceTestSuiteAddUser) TestAddUser_UserAlreadyEXxists() {
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request userpb.AddUserRequest{

UserEmail: "existinguser@example.com",
UserPassword: "validpassword",
UserName: "Existing User",

UserPhone: "1234567890",

UserRole: model.UserRole,

suite.dbConnector.On("Where", "email = ?", request.UserEmail).Return(suite.dbConnector)
suite.dbConnector.On("Create",
mock.AnythingOfType("*model.User")).Return(&gorm.DB{Error: gorm.ErrDuplicatedKey})

suite.userService.On("AddUser", context.Background(), request).Return(
userpb.AddUserResponse{
StatusCode: 409,
Message: "User Email is already registered",

Error: "Conflict",

Data: nil,

}, nil)

response, err := suite.userService.AddUser(context.Background(), request)
assert.Nil(suite.T(), err)

assert.Equal(suite.T(), /inf64(409), response.StatusCode)
assert.Equal(suite.T(), "User Email is already registered", response.Message)

assert.Nil(suite.T(), response.Data)

(suite *"UserServiceTestSuiteAddUser) TestAddUser_InvalidRole() {

request userpb.AddUserRequest{

UserEmail: "validuser@example.com",
UserPassword: "validpassword",

UserName: "Valid User",
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UserPhone: "1234567890",

UserRole: "invalidrole",

suite.userService.On("AddUser", context.Background(), request).Return(
userpb.AddUserResponse{
StatusCode: 400,
Message: "Invalid user role. User role can only be user or admin",

Error: "Invalid Role",

Data: nil,

}, nil)

response, err := suite.userService.AddUser(context.Background(), request)
assert.Nil(suite.T(), err)
assert.Equal(suite.T(), /nt64(400), response.StatusCode)

assert.Equal(suite.T(), "Invalid user role. User role can only be user or admin",

response.Message)

assert.Nil(suite.T(), response.Data)

(suite *"UserServiceTestSuiteAddUser) TestAddUser_InvalidFields() {
request userpb.AddUserRequest{

UserEmail: "invalidemail",
UserPassword: "short",
UserName: ",
UserPhone: "123",

UserRole: model.UserRole,

suite.userService.On("AddUser", context.Background(), request).Return(
userpb.AddUserResponse{
StatusCode: 400,
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Message: "The request contains missing or invalid fields. Make sure Phone number is
10 digits long.",
Error: "Invalid Request",

Data: nil,

}, nil)

response, err := suite.userService.AddUser(context.Background(), request)

assert.Nil(suite.T(), err)

assert.Equal(suite.T(), /nf64(400), response.StatusCode)

assert.Equal(suite.T(), "The request contains missing or invalid fields. Make sure Phone
number is 10 digits long.", response.Message)

assert.Nil(suite.T(), response.Data)

(suite *"UserServiceTestSuiteAddUser) TestAddUser_DatabaseError() {
request userpb.AddUserRequest{

UserEmail: "newuser@example.com",
UserPassword: "validpassword",
UserName: "New User",

UserPhone: "1234567890",

UserRole: model.UserRole,

suite.dbConnector.On("Where", "email = ?", request.UserEmail).Return(suite.dbConnector)

suite.dbConnector.On("Create",

mock.AnythingOfType("*model.User")).Return(&gorm.DB{Error: gorm.ErrinvalidData})

suite.userService.On("AddUser", context.Background(), request).Return(
userpb.AddUserResponse{
StatusCode: 409,
Message: "The phone number is already registered.",

Error: "Conflict",
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Data: nil,

}, nil)

response, err := suite.userService.AddUser(context.Background(), request)
assert.Nil(suite.T(), err)

assert.Equal(suite.T(), inf64(409), response.StatusCode)

assert.Equal(suite.T(), "The phone number is already registered.", response.Message)

assert.Nil(suite.T(), response.Data)

(suite *"UserServiceTestSuiteAddUser) TestAddUser_TokenGenerationError() {
request userpb.AddUserRequest{

UserEmail: "newuser@example.com",
UserPassword: "validpassword",
UserName: "New User",

UserPhone: "1234567890",

UserRole: model.UserRole,

expectedUser model.User{
Name: "New User",
Email: "newuser@example.com",
Phone: "1234567890",
Role: model.UserRole,

Password: "hashedpassword",

suite.dbConnector.On("Where", "email = ?", request.UserEmail).Return(suite.dbConnector)
suite.dbConnector.On("Create",
mock.AnythingOfType("*model.User")).Return(&gorm.DB{Error: nil})

suite.jwtManager.On("GenerateToken", expectedUser).Return(™, gorm.ErrinvalidData)
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suite.userService.On("AddUser", context.Background(), request).Return(
userpb.AddUserResponse{
StatusCode: 500,
Message: "Security Issues, Please try again later.",
Error: "Internal Server Error",

Data: nil,

}, nil)

response, err := suite.userService.AddUser(context.Background(), request)
assert.Nil(suite.T(), err)
assert.Equal(suite.T(), /nt64(500), response.StatusCode)

assert.Equal(suite.T(), "Security Issues, Please try again later.", response.Message)

assert.Nil(suite.T(), response.Data)

TestUserServiceTestSuiteAddUserAdddUser( £ “testing.T) {
suite.Run(t, new(UserServiceTestSuiteAddUser))

Userservice in an authentication microservice. It uses the testify package for assertions and
mocking.

o Atestsuite UserServiceTestSuite AddUser with several test cases forthe AddUser method
ofthe userservice. Each test case sets up specific expectations on the mock objects, calls
the AddUser method, and then asserts the expected results.

o TestAddUser Success: Tests the successful creation ofa new user. It sets up the mocks to
return a successfulresponse and asserts that the response is as expected.

o TestAddUser UserAlreadyExists: Tests the case where the useralreadyexists. It sets up

the mocks to return a duplicate key error and asserts that the response status code is 409
(Conflict).
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o TestAddUser InvalidRole: Tests the case where an invalid role is provided. It sets up the
mocks to return a bad requestresponse and asserts that the response status code is 400
(Bad Request).

o TestAddUser InvalidFields: Tests the case where invalid fields are provided in the request.
It sets up the mocks to return a bad request response and asserts that the response status
code is 400 (Bad Request).

o TestAddUser DatabaseError: Tests the case where a database error occurs. It sets up the
mocks to return a database error and asserts that the response status code is 409
(Conflict).

e TestAddUser TokenGenerationError: Tests the case where there's an error generating the
token. It sets up the mocks to return a token generation error and asserts that the response
status code is 500 (Internal Server Error).

e The TestUserService TestSuite AddUserAdddUser function at the end runs the test suite.

Step 14. Dockerfile

golang:1.22.2-alpine3.19

/app

apk add --no-cache bash

go mod tidy && go mod vendor
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/"goll, ||runll, ll."]

1. FROM golang:1.22.2-alpine3.19: This line specifies the base image to be
used. In this case, it's an image with Go version 1.22.2 and Alpine Linux
version 3.19.

2. WORKDIR /app: This line sets the working directory inside the Docker
container to /app.

3. COPY..: This line copies the current directory (where the Dockerfile is
located) on your local machine into the current directory inside the
Docker container (which is /app due to the previous WORKDIR
command).

4. RUN go mod tidy && go mod vendor: This line runs two commands
inside the Docker container. go mod tidy ensures that the go.mod file
matches the source code in the module. It adds missing modules
necessary to build the current module's packages and dependencies, and
it removes unused modules. go mod vendor creates a vendor directory in
the current module and populates it with copies of all packages needed to
support builds and tests of packages in the current module.

5. EXPOSE 8090: This line tells Docker that the container listens on the
specified network port at runtime. In this case, it's port 8090.

6. CMD ["go","run","."]: This line provides defaults for an executing
container. In this case, it runs the command go run . which compiles and
runs the Go application. The . means it will run the main package in the
current directory.

7. Docker Desktop Installation >> Link
a. Run docker version command to check if it is completely installed.
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Terminal Commands: -

Go to auth-microservice: - cd auth-micro

Build the docker file: - docker build -t auth-microservice.

Run the Container: - docker container run -p 8090:8090 -e MYSQL_HOST=host.docker.internal auth-
microservice

2. Restaurant Microservice

Step 1. Install Dependencies.

Dependencies are already installed, you can go to generate.sh file to
check, what all dependencies are added.

Step 2. Compile restaurant.proto file
1. Go to the folder restaurant-micro and open VSC new integrated terminal.
2. Run the command to compile restaurant.proto file

cd restaurant-micro

make profo-generate
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Step 3. The Directory Structure of the Restaurant microservice
will look like this.

O3 restaurant-micro
O config
60 main.go
O jwt
60 jwt-manager.go
O model
60 main.go
O proto
google/api
O restaurant
6o restaurant_grpc.pb.go
6o restaurant.pb.go

60 restaurant.pb.gw.go

@ restaurant.proto

tools
il env
¢ .gitignore
60 addRestaurant.go
60 addRestaurantltem.go
6o deleterestaurantltem.go
Dockerfile
B8 generate.sh
60 getAllRestaurantitems.go
60 getAllRestaurants.go
6o getAllRestaurantsByCategory.go
o getRestaurantsByCity.go
6o go.mod
6§ go.sum
60 main.go
&, Makefile

-eo ypdateRestaurant.go

60 updateRestaurantltem.go
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Step 4: main.go/ model

This file has three data models (Restaurant, Address, and Restaurant ltem)using the
GORM (Go Object-Relational Mapper) library for handling database operations.

Restaurant struct: Represents a restaurant with fields like name, phone, availability,
rating, owner's email, image URL, operation days and hours, minimum order amount, and
discount percentage.

Address struct: Represents an address with fields like street name, pincode, city, and
country. It has a foreign key Restaurantld that references the ID field in the Restaurant
struct, establishing a relationship between a restaurant and its address.

Restaurantltem struct: Represents a restaurant item with fields like item name, item
price, image URL, category, cuisine type, and a boolean indicating if the item is vegetarian.
It also has a foreign key Restaurantld that references the ID field in the Restaurant struct,
establishing a relationship between a restaurant and its items.

The gorm.Model embedded in each struct includes fields ID, Created At, UpdatedAt,
Deleted At for handling basic CRUD operations.

The struct field tags like gorm:"unique" and gorm:"default:open" are GORMspecific tags
that define constraints or default values for the fields in the database.

Step 5. Create a .env file for environment variables.
="SECRET_KEY_JWT_TOKEN"

="root"

="127.0.0.1"

="<password>"

="test"

="3306"

PS: - Make sure to replace <password> with the password entered during DB installation.
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Step 6. main.go/config

1.

DatabaseDsn(): This function constructs a Data Source Name (DSN) for connecting to
a MySQLdatabase. It uses environment variables for the database user, password,
host, port, and database name.

GoDotEnvVariable(key string): This function loads a .env file using the godotenv
package and returns the value ofthe environment variable specified by key.

ConnectDB(): This function connects to a MySQLdatabase using the DSN from
DatabaseDsn(). It returns three separate connections, each of which auto-migrates a
different model (Restaurant, Restaurantltem, Address). This is likely a design mistake,
as typically a single DB connection is shared.

ValidateRestaurantFields(...), ValidateRestaurantltemFields(...),
ValidateRestaurantPhone(restaurantPhone string), and Validate AddressFields(...):
These functions validate various fields related to restaurants, restaurant items, phone
numbers, and addresses. Theyreturn false ifany field is invalid (e.g., empty strings,
negative numbers, phone numbers not exactly 10 digits long), and true otherwise.

Step 7: main.go file [gRPC Server Logic]

1. This Go file is the main entry point fora restaurant microservice application. It uses gRPC
forinternal communication and gRPC-Gateway to expose a RESTful APIto the outside
world. Here's a breakdown:

2. init(): This function initializes a logger using the zap package. Ifthere's an error, it panics.

3. startServer(): This function does the heavy lifting:

a. Itloads environment variables from a .envfile.

b. It connects to the database using the config.ConnectDB() function and stores the
connections in global variables.

c. lItstarts a gRPCserveronlocalhost:50052 and registers the RestaurantService with
it. The serverruns in a separate goroutine.

d. Itcreates a gRPC-Gatewayserverthat connects to the gRPC server. It registers the
RestaurantService with the gateway server and wraps the server's handlerin a
CORS handler.
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e. It starts the gRPC-Gatewayserveron 0.0.0.0:8091.
4. main(): This function simply calls startServer().

5. The RestaurantService struct is emptyand simply embeds the
UnimplementedRestaurantService Server struct from the restaurantpb package. This
suggests that the actual implementation ofthe service is in another file.

6. The jwt.Unarylnterceptoris used as a unary interceptor for the gRPC server, suggesting that
the server uses JWTfor authentication.

7. 'The handlers.CORS function is used to enable CORS for the gRPC-Gateway server. It
allows requests from http://localhost:3000 and supports the GET, POST, PUT, DELETE, and
OPTIONS methods. It allows the Content-Type and Authorization headers.

Step 8. addRestaurant.go file

(

"context"

"restaurant-micro/config"
"restaurant-micro/model"

restaurantpb "restaurant-micro/proto/restaurant”
"strconv"

"go.uber.org/zap"
(*RestaurantService) AddRestaurant(ctx context.Context, request
restaurantpb.AddRestaurantRequest) (‘restaurantpb.AddRestaurantResponse, error) {

logger.Info("Received AddRestaurant request")

userEmail, emailCtxError := ctx.Value("userEmail").(string)

userRole, roleCtxError := ctx.Value("userRole").(string)
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emailCtxError || 'roleCtxError {
logger.Error("Failed to get user email or role from context")

restaurantpb.AddRestaurantResponse{

Message: "Failed to get user mail from context",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,
}, nil
}
logger.Info("Context values retrieved", zap.String("userEmail", userEmail),
zap.String("userRole", userRole))
userRole = model.AdminRole {
logger.Warn("Permission denied", zap.String("userRole", userRole))

restaurantpb.AddRestaurantResponse{

Data: nil,

Message: "You do not have permission to perform this action. Only admin can add a
restaurant”,

StatusCode: StatusForbidden,

Error: "Forbidden",

}, nil

restaurantAddress model.Address

restaurant model.Restaurant

request.Restaurant != nil request.Restaurant.RestaurantAddress = nil {

restaurantAddress.City = request.Restaurant.RestaurantAddress.City
restaurantAddress.Country = request.Restaurant.RestaurantAddress.Country
restaurantAddress.Pincode = request.Restaurant.RestaurantAddress.Pincode
restaurantAddress.StreetName = request.Restaurant.RestaurantAddress.StreetName

{

logger.Warn("Invalid restaurant address data provided")

restaurantpb.AddRestaurantResponse{
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Data: nil,

Message: "Invalid restaurant address data provided. Some fields might be missing or
invalid",

StatusCode: StatusBadRequest,

Error:  "Bad Request",

}, nil
}
restaurant.Name = request.Restaurant.RestaurantName
restaurant.Availability = request.Restaurant.RestaurantAvailability
restaurant.Phone = request.Restaurant.RestaurantPhoneNumber
restaurant.Rating = request.Restaurant.RestaurantRating
restaurant.ImageUrl = request.Restaurant.RestaurantimageUrl
restaurant.OperationDays = request.Restaurant.RestaurantOperationDays
restaurant.OperationHours = request.Restaurant.RestaurantOperationHours
restaurant.RestaurantOwnerMail = userEmail
restaurant.RestaurantMinimumOrderAmount
request.Restaurant.RestaurantMinimumOrderAmount
restaurant.RestaurantDiscountPercentage

request.Restaurant.RestaurantDiscountPercentage

logger.Info("Restaurant data populated", zap.String("restaurantName", restaurant.Name))

config.ValidateRestaurantFields(restaurant.Name, restaurantAddress,

restaurant.Phone, restaurant.Availability,

restaurant.ImageUrl, restaurant.OperationDays,

restaurant.OperationHours, restaurant.Rating,
restaurant.RestaurantMinimumOrderAmount,

restaurant.RestaurantDiscountPercentage) {

logger.Warn("Invalid restaurant data provided", zap.String("restaurantName",

restaurant.Name))

restaurantpb.AddRestaurantResponse{
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Data: nil,
Message: "Invalid restaurant data provided. Some fields might be missing or invalid",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil

config.ValidateRestaurantPhone(restaurant.Phone) {
logger.Warn("Invalid phone number format", zap.String("phone", restaurant.Phone))

restaurantpb.AddRestaurantResponse{

Data: nil,
Message: "Invalid phone number format",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil

existingRestaurant model.Restaurant

restaurantNotFoundErr := restaurantDBConnector.\Where("name = ?",
restaurant.Name).First(&existingRestaurant).Error
restaurantNotFoundErr == nil {

restaurantpb.AddRestaurantResponse{

Data: nil,

Message: "Same name restaurant exists. Please check the restaurant name and try

again.",
StatusCode: StatusConflict,
Error: "Restaurant creation failed",
}, nil
}

primaryKey := restaurantDBConnector.Create(&restaurant)

primaryKey.Error = nil {

logger.Error("[ AddRestaurant ] Failed to add restaurant”, zap.Error(primaryKey.Error))

restaurantpb.AddRestaurantResponse{
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Data: nil,
Message: "Failed to add restaurant",
StatusCode: StatusConflict,
Error:  "The provided phone number is already associated with an account",
}, nil
}
restaurantAddress.Restaurantld = restaurant.ID
err := restaurantAddressDBConnector.Create(&restaurantAddress)
err.Error = nil {
logger.Error("[ AddRestaurant ] Failed to add restaurant address", zap.Error(err.Error))

restaurantpb.AddRestaurantResponse{

Data: nil,
Message: "Failed to add restaurant address",
StatusCode: StatusinternalServerError,
Error:  err.Error.Error(),
}, nil
}

logger.Info("Restaurant added successfully", zap.String("restaurantld",

strconv.FormatUint(wint64(restaurant.ID), 10)))

RestaurantResponse := request.Restaurant

RestaurantResponse.Restaurantld = strconv.FormatUint(uint64(restaurant.ID), 10)

restaurantpb.AddRestaurantResponse{

Data: &restaurantpb.AddRestaurantResponseData{

Restaurant: RestaurantResponse,
3
Message: "Restaurant added successfully",
StatusCode: StatusOK,

Error: ,
}, nil
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Step 10. addRestaurantltem.go file

"context"

"restaurant-micro/config"
"restaurant-micro/model"

restaurantpb "restaurant-micro/proto/restaurant”

"strconv"

"go.uber.org/zap"

("RestaurantService) AddRestaurantltem(ctx context.Context, request

restaurantpb.AddRestaurantltemRequest) (‘restaurantpb.AddRestaurantltemResponse, error)

{

logger.Info("Received AddRestaurantltem request")

userEmail, email CtxError := ctx.Value("userEmail").(string)

userRole, roleCtxError := ctx.Value("userRole").(string)

emailCtxError || lroleCtxError {
logger.Error("Failed to get user email or role from context")

restaurantpb.AddRestaurantltemResponse({

Data: nil,
Message: "Failed to get user mail from context",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,
}, nil

logger.Info("Context values retrieved", zap.String("userEmail", userEmail),
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zap.String("userRole", userRole))

userRole = model.AdminRole {
logger.Warn("Permission denied", zap.String("userRole", userRole))

restaurantpb.AddRestaurantltemResponse({

Data: nil,

Message: "You do not have permission to perform this action. Only admin can add a
restaurant item",

StatusCode: StatusForbidden,

Error: "Forbidden",

}, nil

request.Restaurantltem nil
config.ValidateRestaurantltemFields(request.Restaurantltem.RestaurantltemName,
request.Restaurantltem.RestaurantltemlmageUrl,
request.Restaurantltem.RestaurantltemPrice,

request.Restaurantltem.RestaurantltemCategory,
request.Restaurantltem.RestaurantltemCuisineType,
request.Restaurantltem.Restaurantld) {

logger.Warn("Invalid restaurant item data provided")

restaurantpb.AddRestaurantltemResponse({

Data: nil,
Message: "Invalid restaurant item data provided.",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil

restaurantltem model.Restaurantltem

restaurantltem.ltemPrice = request.Restaurantltem.RestaurantitemPrice

restaurantltem.ImageUrl = request.Restaurantltem.RestaurantlitemimageUrl

restaurantltem.ltemName = request.Restaurantltem.RestaurantitemName

restaurantltem.Category = request.Restaurantltem.RestaurantlitemCategory
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restaurantltem.CuisineType = request.Restaurantltem.RestaurantlitemCuisineType

restaurantltem.Veg = request.Restaurantltem.RestaurantltemVeg

restaurant model.Restaurant

restaurantID, err := strconv.ParseUint(request.Restaurantltem.Restaurantld, 10, 64)
err |= nil {
logger.Error("Failed to convert restaurant ID to uint", zap.Error(err))

nil, err

primaryKey := restaurantDBConnector.\Where("id = ?", win{restaurantID)).First(&restaurant)

primaryKey.Error = nil || restaurant.RestaurantOwnerMail != userEmail {
logger.Warn("Restaurant does not exist or you are not authorized to modify this
restaurant's data",
zap.String("restaurantName", request.Restaurantltem.GetRestaurantld()))

restaurantpb.AddRestaurantltemResponse({

Data: nil,

Message: "You are not authorized to modify this restaurant's data Or Restaurant does
not exist",

StatusCode: StatusForbidden,

Error: "Forbidden",

}, nil

}

restaurantltem.Restaurantld = restaurant.ID

result := restaurantltemDBConnector.Create(&restaurantltem)

result.Error = nil {
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logger.Error("Failed to create restaurant item", zap.String("restaurantitemName",
request.Restaurantltem.RestaurantltemName), zap.Error(result.Error))

restaurantpb.AddRestaurantltemResponse({

Message: "A food item with similar details might already exist on this restaurant's
menu.",
StatusCode: StatusConflict,
Error: "Food item creation failed",
}, nil
}
logger.Info("Restaurant item added successfully", zap.String("restaurantitemName",
request.Restaurantltem.RestaurantltemName))

restaurantltemResponse := addRestaurantltemResponseData(restaurant.ID,

restaurantltem.ID, request.Restaurantltem)

restaurantpb.AddRestaurantltemResponse{

Data: &restaurantpb.AddRestaurantltemResponseData{

Restaurantltem: restaurantitemResponse,
3
Message: "Restaurant item added successfully”,
StatusCode: StatusCreated,

Error: ,
}, nil

addRestaurantlitemResponseData(restaurant/d uint, restaurantltem/d uint,

restaurantltemData “restaurantpb.Restaurantltem) “restaurantpb.Restaurantitem {

restaurantltemResponse restaurantpb.Restaurantltem{

Restaurantltemld: strconv.FormatUint(w/inf64(restaurantltemld), 10),
RestaurantltemName: restaurantltemData.RestaurantltemName,
RestaurantltemPrice: restaurantltemData.RestaurantltemPrice,
RestaurantltemimageUrl: restaurantltemData.RestaurantltemlimageUrl,

RestaurantltemCategory: restaurantltemData.RestaurantltemCategory,
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RestaurantltemCuisineType: restaurantltemData.RestaurantltemCuisineType,
RestaurantltemVeg: restaurantltemData.RestaurantltemVeg,

Restaurantld: strconv.FormatUint(wint64(restaurantld), 10),

restaurantltemResponse

1. Logs the receipt ofa new AddRestaurantltem request.

2. Extracts the user's email and role from the context. Ifit fails to do so, it logs an error and
returns a response indicating an internal server error.

3. Checks ifthe user's role is AdminRole. Ifnot, it logs a warning and returns a response
indicating that the user does not have permission to perform this action.

4. Validates the fields ofthe restaurant item in the request. Ifany field is invalid, it logs a
warning and returns a response indicatinga bad request.

5. Creates a Restaurantltem model from the request data.

6. Fetches the restaurant from the database usingthe restaurant name from the request. If
the restaurant does not exist or the useris not authorized to modify the restaurant's data, it
logs a warning and returns a response indicating a forbidden action.

7. Sets the Restaurantld ofthe Restaurantltem to the ID ofthe fetched restaurant.

8. Attempts to create a newrestaurant item in the database. Ifthere's an error (for example, if
a restaurant item with similar details already exists), it logs an error and returns a response
indicating a conflict.

9. Ifthe restaurantitem is created successfully, it logs this success, creates a response data
object, and returns a response indicating success.

The addRestaurantltemResponseData function is a helper function that creates a Restaurantltem
protobufmessage from the provided data. This message is included in the successful response
from AddRestaurantltem.

Build an E-marketplace web application 128



“rH
BUILD itm, /e
C-LUB par \ CELL

Step 11. getAllIRestaurantltem.go file

"context"
"restaurant-micro/model"

restaurantpb "restaurant-micro/proto/restaurant”
"strconv"

"go.uber.org/zap"

(*RestaurantService) GetAllRestaurantltems(cix context.Context, request

restaurantpb.GetAllRestaurantltemsRequest) (“restaurantpb.GetAlIRestaurantltemsResponse,
error) {

logger.Info("Received GetAllRestaurantltems request",

zap.String("restaurantld”, request.Restaurantld))

request.Restaurantld == "" {
logger.Warn("Invalid restaurant id provided")
restaurantpb.GetAllIRestaurantltemsResponse{

Data: &restaurantpb.GetAllIRestaurantltemsResponseData({
TotalRestaurantltems: 0,

Restaurantltems: nil,
12
Message: "Invalid restaurant id provided",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil
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restaurant model.Restaurant

primaryKeyRes := restaurantDBConnector.\Where("id = ?",
request.Restaurantld).First(&restaurant)

primaryKeyRes.Error = nil {
logger.Warn("Restaurant does not exist", zap.String("restaurantld”, request.Restaurantld))
restaurantpb.GetAllIRestaurantlitemsResponse{
Data: &restaurantpb.GetAllIRestaurantltemsResponseData({
TotalRestaurantltems: 0,

Restaurantltems:  nil,
12
Message: "Restaurant Does not exist",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil

restaurantltems [Jmodel.Restaurantltem

err := restaurantltemDBConnector.\Where("restaurant_id = ?",
restaurant.ID).Find(&restaurantltems)

err.Error = nil {

logger.Error("Failed to get restaurant items", zap.String("restaurantld",
request.Restaurantld), zap.Error(err.Error))

restaurantpb.GetAllIRestaurantltemsResponse{
Data: &restaurantpb.GetAllIRestaurantltemsResponseData({
TotalRestaurantltems: 0,

Restaurantltems: nil,
12
Message: "Failed to get restaurant items",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
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}
restaurantltemsResponse := []‘restaurantpb.Restaurantltem{}

_, restaurantltem restaurantltems {
restaurantltemsResponse = append(restaurantitemsResponse,
restaurantpb.Restaurantltem{

Restaurantltemld: strconv.FormatUint(wint64(restaurantltem.ID), 10),
RestaurantltemName: restaurantltem.ltemName,
RestaurantltemPrice: restaurantltem.ltemPrice,
RestaurantltemlmageUrl: restaurantltem.ImageUrl,
RestaurantltemCategory: restaurantltem.Category,
RestaurantltemCuisineType: restaurantltem.CuisineType,
RestaurantltemVeg: restaurantltem.Veg,

Restaurantld: request.Restaurantld,

)
}

logger.Info("Restaurant items fetched successfully", zap.Int("totalltems",

len(restaurantltems)))

restaurantpb.GetAllIRestaurantltemsResponse{

Data: &restaurantpb.GetAllRestaurantltemsResponseData({
TotalRestaurantltems: /nf64(len(restaurantitems)),

Restaurantltems: restaurantltemsResponse,
3
Message: "Restaurant items fetched successfully",
StatusCode: StatusOK,

Error: ,
}, nil
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1. This file defines a method GetAllRestaurantltems on the RestaurantService type. This
method is responsible for fetching all items ofa specific restaurant's menu.

2. Logs the receipt ofa new GetAllRestaurantltems request.

3. Validates the restaurant id from the request. If it's empty, it logs a warning and returns a
response indicating a bad request.

4. Fetches the restaurant from the database using the restaurant id from the request. Ifthe
restaurant does not exist, it logs a warning and returns a response indicatinga bad request.

5. Fetches allrestaurant items from the database that are associated with the fetched
restaurant. Ifthere's an error, it logs an error and returns a response indicating an internal

SCIver CIror.

6. Ifthe restaurantitems are fetched successfully, it creates a slice of Restaurantltem
protobufmessages from the fetched data.

7. Logs the successful fetching ofrestaurant items and the total number ofitems fetched.
8. Returns a response indicating success and containing the fetched restaurant items.
9. The Restaurantltem protobufmessage is used to represent a restaurant item in the

response. It includes fields for the item's id, name, price, image URL, category, cuisine
type, whetherit's vegetarian, and the id of the restaurant it belongs to.

Step 12. getAllIRestaurants.go file

(

"context"

"restaurant-micro/model"

restaurantpb "restaurant-micro/proto/restaurant”

"strconv"
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"go.uber.org/zap"

(*RestaurantService) GetAllRestaurants(cix context.Context, request

restaurantpb.GetAllIRestaurantsRequest) (“restaurantpb.GetAllRestaurantsResponse, error) {
logger.Info("Received GetAllRestaurants request")

userEmail, ok := ctx.Value("userEmail").(string)
ok {
logger.Error("Failed to get user email from context")
restaurantpb.GetAllIRestaurantsResponse{

Data: &restaurantpb.GetAllIRestaurantsResponseData({
TotalRestaurants: O,

Restaurants: nil,
b
Message: "Failed to get user email from context",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil

restaurants [[model.Restaurant

err := restaurantDBConnector.\Where("restaurant_owner_mail = ?",
userEmail).Find(&restaurants).Error

err |= nil {

logger.Error("Failed to get restaurants from the database", zap.Error(err))
restaurantpb.GetAllIRestaurantsResponse{

Data: &restaurantpb.GetAllIRestaurantsResponseData({
TotalRestaurants: O,

Build an E-marketplace web application




T™
INCUBATION
CELL

Restaurants: nil,

}

Message: "Failed to get the restaurants to the database. Please try again later.",

StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

restaurantsResponse := []‘restaurantpb.Restaurant{}

totalRestaurants .= 0
_, restaurant restaurants {
totalRestaurants

restaurantAddress model.Address

restaurantAddressErr := restaurantAddressDBConnector.\Where("restaurant_id = ?",
restaurant.ID).First(&restaurantAddress).Error
restaurantAddressErr = nil {
logger.Error("Failed to get restaurant address from the database",

zap.Error(restaurantAddressErr))

restaurantpb.GetAllIRestaurantsResponse{

Data: &restaurantpb.GetAllIRestaurantsResponseData({

TotalRestaurants: 0,
Restaurants: nil,

}

Message: "Failed to get the restaurant addresses to the database. Please try again

StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}
restaurantsResponse = append(restaurantsResponse, &restaurantpb.Restaurant{

Restaurantld: strconv.FormatUint(w/int64(restaurant.ID), 10),
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RestaurantName: restaurant.Name,

RestaurantAvailability: restaurant.Availability,

RestaurantRating: restaurant.Rating,

RestaurantimageUrl: restaurant.ImageUrl,

RestaurantPhoneNumber: restaurant.Phone,

RestaurantOperationDays: restaurant.OperationDays,
RestaurantOperationHours: restaurant.OperationHours,

RestaurantOwnerMail: restaurant.RestaurantOwnerMail,
RestaurantMinimumOrderAmount: restaurant.RestaurantMinimumOrderAmount,

RestaurantDiscountPercentage: restaurant.RestaurantDiscountPercentage,

RestaurantAddress: &restaurantpb.Address{

City: restaurantAddress.City,
Country: restaurantAddress.Country,
Pincode: restaurantAddress.Pincode,

StreetName: restaurantAddress.StreetName,

logger.Info("Restaurants fetched successfully”, zap.Int("totalRestaurants”, totalRestaurants))

restaurantpb.GetAllIRestaurantsResponse{

Data: &restaurantpb.GetAllIRestaurantsResponseData(

TotalRestaurants: /nf64(totalRestaurants),
Restaurants: restaurantsResponse,
b
Message: "Restaurants fetched successfully",
StatusCode: StatusOK,

Error: ,
}, nil
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o A method of the RestaurantService struct that fetches all restaurants owned by a user.
Here's a step-by-step explanation:

o The method GetAllRestaurants is defined with a context and a request as parameters. It
returns a response and an error.

o Itlogs thatitreceived a GetAllRestaurants request.

e [tattempts to retrieve the user's email from the context. If it fails, it logs an error and
returns a response with a status code indicating an internal server error.

e [tinitializes a slice of model.Restaurant and attempts to find all restaurants in the database
where the restaurant_owner_mail matches the user's email. If it encounters an error, it logs
the error and returns a response with a status code indicating an internal server error.

e [tinitializes a slice of restaurantpb.Restaurant and a counter for the total number of
restaurants.

e [titerates over the restaurants retrieved from the database. For each restaurant, it
increments the counter and fetches the restaurant's address from the database. If it
encounters an error, it logs the error and returns a response with a status code indicating
an internal server error.

e [tappends a new restaurantpb.Restaurant to the restaurantsResponse slice, populating its
fields with the data from the current restaurant and its address.

e After iterating over all restaurants, it logs the total number of restaurants fetched.

e Itreturns a response containing the total number of restaurants and the
restaurantsResponse slice, with a status code indicating success.

Step 13. updateRestaurant.go file

(

"context"

“"restaurant-micro/config"

"restaurant-micro/model"
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restaurantpb "restaurant-micro/proto/restaurant”

"go.uber.org/zap"

(*RestaurantService) UpdateRestaurant(cix context.Context, request

restaurantpb.UpdateRestaurantRequest) (“restaurantpb.UpdateRestaurantResponse, error) {

logger.Info("Received UpdateRestaurant request",

zap.Any("Request", request))
userEmail, ok := ctx.Value("userEmail").(string)
ok {

logger.Error("Failed to get user email from context")

restaurantpb.UpdateRestaurantResponse{

Data: nil,
Message: ",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

logger.Info("Fetched user email from context", zap.String("userEmail”, userEmail))

restaurant model.Restaurant

restaurantAddress model.Address

request.Restaurant == nil || request.Restaurant.GetRestaurantAddress() == nil {

logger.Warn("Invalid restaurant data provided")

restaurantpb.UpdateRestaurantResponse{
Message: "Invalid restaurant data provided",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil
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{

restaurantAddress.City = request.Restaurant.RestaurantAddress.City
restaurantAddress.Country = request.Restaurant.RestaurantAddress.Country
restaurantAddress.Pincode = request.Restaurant.RestaurantAddress.Pincode

restaurantAddress.StreetName = request.Restaurant.RestaurantAddress.StreetName

config.ValidateRestaurantFields(

request.Restaurant.RestaurantName, restaurantAddress,
request.Restaurant.RestaurantPhoneNumber,
request.Restaurant.RestaurantAvailability, request.Restaurant.RestaurantimageUrl,
request.Restaurant.RestaurantOperationHours,
request.Restaurant.RestaurantOperationDays,
request.Restaurant.RestaurantRating,
request.Restaurant.RestaurantMinimumOrderAmount,
request.Restaurant.RestaurantDiscountPercentage)

config.ValidateRestaurantPhone(request.Restaurant.RestaurantPhoneNumber) {

logger.Warn("Invalid restaurant fields", zap.Any("Restaurant”, request.Restaurant))

restaurantpb.UpdateRestaurantResponse{

Message: "Invalid restaurant data provided.Some fields might be missing, empty or
invalid, and make sure phone number contains only numbers and is 10 digits long",
StatusCode: StatusBadRequest,
Error: "Invalid restaurant fields",
}, nil

primaryKeyRes := restaurantDBConnector.Where("id = ?",

request.Restaurant.Restaurantld).First(&restaurant)

primaryKeyRes.Error = nil || restaurant.RestaurantOwnerMail |= userEmail {
logger.Warn("Unauthorized update attempt", zap.String("RestaurantOwnerMail",

restaurant.RestaurantOwnerMail),
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zap.String("UserEmail", userEmail))
restaurantpb.UpdateRestaurantResponse{
Data: nil,
Message: "You do not have permission to perform this action. Only restaurant owner
can update the restaurant",
StatusCode: StatusUnauthorized,
Error: "Unauthorized",
}, nil
}
err := restaurantAddressDBConnector.\WWhere("restaurant_id = ?",
restaurant.ID).First(&restaurantAddress)
err.Error = nil {
logger.Error("Failed to get restaurant address from the database", zap.Error(err.Error))
restaurantpb.UpdateRestaurantResponse{
Data: nil,
Message: "Failed to get restaurant address from the database",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil

}

request.Restaurant.RestaurantOwnerMail = userEmail

restaurant.Name = request.Restaurant.RestaurantName
restaurant.Availability = request.Restaurant.RestaurantAvailability
restaurant.Phone = request.Restaurant.RestaurantPhoneNumber
restaurant.Rating = request.Restaurant.RestaurantRating
restaurant.ImageUrl = request.Restaurant.RestaurantimageUrl
restaurant.OperationDays = request.Restaurant.RestaurantOperationDays
restaurant.OperationHours = request.Restaurant.RestaurantOperationHours
restaurant.RestaurantOwnerMail = userEmail

restaurant.RestaurantMinimumOrderAmount

request.Restaurant.RestaurantMinimumOrderAmount
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restaurant.RestaurantDiscountPercentage
request.Restaurant.RestaurantDiscountPercentage

restaurantAddress.City = request.Restaurant.RestaurantAddress.City
restaurantAddress.Country = request.Restaurant.RestaurantAddress.Country
restaurantAddress.Pincode = request.Restaurant.RestaurantAddress.Pincode

restaurantAddress.StreetName = request.Restaurant.RestaurantAddress.StreetName

updateRestaurantError := restaurantDBConnector.Save(&restaurant)

updateAddressError := restaurantAddressDBConnector.Save(&restaurantAddress)

updateAddressError.Error != nil || updateRestaurantError.Error = nil {
logger.Error("Failed to update restaurant", zap.Error(updateRestaurantError.Error))
logger.Error("Failed to update restaurant address", zap.Error(updateAddressError.Error))
restaurantpb.UpdateRestaurantResponse{
Message: "A restaurant with the same name or phone number already exists.",
StatusCode: StatusConflict,
Error: "Conflict",
}, nil
}
logger.Info("Restaurant updated successfully”, zap.Any("Restaurant", request.Restaurant))
restaurantpb.UpdateRestaurantResponse{

Data: &restaurantpb.UpdateRestaurantData{
Restaurant: request.Restaurant,

b
Message: "Restaurant updated successfully",
StatusCode: StatusOK,

Error: ,
}, nil
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1. Function named UpdateRestaurant that belongs to the RestaurantService struct. It's
designed to update the details ofa restaurant in a restaurant management.

a. Logs the incoming UpdateRestaurant request.

b. Extracts the user's email from the context. Ifit fails, it logs an error and returns an
InternalServerError response.

c. Checks ifthe restaurant data provided in the request is valid. If not, it returns a
BadRequest response.

d. Validates the restaurant fields and phone number. Ifthey're invalid, it logs a
warning and returns a BadRequest response.

e. Fetches the restaurant from the database usingthe restaurant ID provided in the
request.

f.  Checks ifthe restaurant exists and ifthe useris authorized to update it (i.e., the
useris the owner ofthe restaurant). Ifnot, it logs a warning and returns an
Unauthorized response.

g. Fetches the restaurant's address from the database. Ifit fails, it logs an error and
returns an InternalServerError response.

h. Updates the restaurant and address details with the new data provided in the
request.

i. Saves the updated restaurant and address details to the database. Ifit fails (e.g., a
restaurant with the same name or phone number already exists), it logs an error
and returns a Conflict response.

j.  Ifeverything goes well, it logs a success message and returns an OKresponse with
the updated restaurant data.

2. 'This function uses the zap package for structured logging and the gorm package (not
directly imported but used via restaurantDBConnector and
restaurantAddress DBConnector) for database operations.
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Step 14. updateRestaurantltem.go file

"context"

"restaurant-micro/config"
"restaurant-micro/model"

restaurantpb "restaurant-micro/proto/restaurant”

"strconv"

"go.uber.org/zap"

(*RestaurantService) UpdateRestaurantltem(cix context.Context, request

restaurantpb.UpdateRestaurantltemRequest) (“restaurantpb.UpdateRestaurantitemResponse,

error) {

logger.Info("Received UpdateRestaurantltem request",

zap.Any("Request", request))

userEmail, ok := ctx.Value("userEmail").(string)
ok {
logger.Error("Failed to get user email from context")

restaurantpb.UpdateRestaurantltemResponse{

Message: "Failed to get user email from context",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",

}, nil

request.Restaurantltem nil

config.ValidateRestaurantltemFields(request.Restaurantltem.RestaurantitemName,
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strconv.Formatint(request.Restaurantltem.RestaurantltemPrice, 10),
request.Restaurantltem.RestaurantltemPrice,
request.Restaurantltem.GetRestaurantltemCategory(),
request.Restaurantltem.RestaurantltemCuisineType,
request.Restaurantltem.RestaurantltemimageUrl) {
logger.Warn("Invalid restaurant item data provided",

zap.Any("Restaurantltem", request.Restaurantltem))

restaurantpb.UpdateRestaurantltemResponse{

Message: "Invalid restaurant item data provided.Some fields might be missing or
invalid",
StatusCode: StatusBadRequest,
Error: "Invalid restaurant item fields",
}, nil

restaurant model.Restaurant

primaryKeyRes := restaurantDBConnector.Where("id = ?",

request.Restaurantltem.Restaurantld).First(&restaurant)

primaryKeyRes.Error = nil || restaurant.RestaurantOwnerMail |= userEmail {
logger.Warn("Unauthorized update attempt",
zap.String("RestaurantOwnerMail", restaurant.RestaurantOwnerMail),

zap.String("UserEmail", userEmail))

restaurantpb.UpdateRestaurantltemResponse{

Message: "You do not have permission to perform this action. Only restaurant owner
can update the restaurant item",
StatusCode: StatusForbidden,
Error: "Resource not found or forbidden",
}, nil
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restaurantltem model.Restaurantltem
primaryKey := restaurantltemDBConnector.Where("id = ? AND restaurant_id = ?",
request.Restaurantltem.Restaurantitemld,
restaurant.ID).First(&restaurantltem)
primaryKey.Error = nil {
logger.Error("Failed to fetch restaurant item from database",
zap.Error(primaryKey.Error))
restaurantpb.UpdateRestaurantltemResponse{
Message: "Restaurant Item does not exist",
StatusCode: StatusNotFound,
Error: "Not Found",
}, nil
}
restaurantltem.ltemName = request.Restaurantltem.RestaurantitemName
restaurantltem.ltemPrice = request.Restaurantltem.RestaurantitemPrice
restaurantltem.Category = request.Restaurantltem.GetRestaurantltemCategory()
restaurantltem.CuisineType = request.Restaurantltem.RestaurantlitemCuisineType
restaurantltem.Veg = request.Restaurantltem.RestaurantltemVeg

restaurantltem.ImageUrl = request.GetRestaurantltem(). GetRestaurantltemimageUrl()

err := restaurantltemDBConnector.Save(&restaurantitem)

err.Error = nil {
logger.Error("Failed to update restaurant item", zap.Error(err.Error))
restaurantpb.UpdateRestaurantltemResponse{
Message: "Failed to update restaurant item, this can be due to same item name
already exist in the restaurant or some other issue.",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
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logger.Info("Restaurant item updated successfully", zap.Any("Restaurantltem",

request.Restaurantltem))

restaurantpb.UpdateRestaurantlitemResponse{
Data: &restaurantpb.UpdateRestaurantitemResponseData({
Restaurantltem: request.Restaurantltem,

}

Message: "Restaurant item updated successfully”,
StatusCode: StatusOK,

Error: ,
}, nil

1. Function named UpdateRestaurantltem that belongs to the RestaurantService struct.
It's designed to update the details ofa restaurant item in a restaurant management.

a. Logs the incoming UpdateRestaurantltem request.

b. Extracts the user's email from the context. Ifit fails, it logs an error and returns
an InternalServerError response.

c. Validates the restaurant item fields. Ifthey're invalid, it logs a warning and
returns a BadRequestresponse.

d. Fetches the restaurant from the database usingthe restaurant ID provided in
the request.

e. Checks ifthe restaurant exists and ifthe useris authorized to update it (i.e., the
useris the owner ofthe restaurant). If not, it logs a warning and returns a
Forbidden response.

f. Fetches the restaurant item from the database. Ifit fails, it logs an error and
returns a NotFound response.

g. Updates the restaurant item details with the new data provided in the request.

h. Saves the updated restaurant item details to the database. Ifit fails (e.g., a
restaurant item with the same name already exists), it logs an error and returns
an InternalServerError response.
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i Ifeverything goes well, it logs a success message and returns an OKresponse
with the updated restaurant item data.

This function uses the zap package for structured logging and the gorm package (not
directly imported but used via restaurantDBConnector and restaurantitem DBConnector)
for database operations.

Step 15: deleteRestaurantltem.go file

"context"
"restaurant-micro/model"
restaurantpb "restaurant-micro/proto/restaurant”

"strconv"

"go.uber.org/zap"

(*RestaurantService) DeleteRestaurantltem(cix context.Context, request

restaurantpb.DeleteRestaurantltemRequest) (‘restaurantpb.DeleteRestaurantltemResponse,
error) {

logger.Info("Received DeleteRestaurantltem request",

zap.String("restaurantld”, request.Restaurantld),

zap.String("restaurantltemld”, request.Restaurantltemld))

userEmail, email CtxError := ctx.Value("userEmail").(string)

userRole, roleCtxError := ctx.Value("userRole").(string)

emailCtxError || 'roleCtxError {
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logger.Error("Failed to get user email or role from context")

restaurantpb.DeleteRestaurantltemResponse({

Message: "Failed to get user email and role from context",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,

}, nil

logger.Info("Context values retrieved", zap.String("userEmail", userEmail),
zap.String("userRole", userRole))
userRole = model.AdminRole {
logger.Warn("Permission denied", zap.String("userRole", userRole))

restaurantpb.DeleteRestaurantltemResponse({

Data: nil,

Message: "You do not have permission to perform this action. Only admin can add a
delete restaurant item",

StatusCode: StatusForbidden,

Error: "Forbidden",

}, nil

restaurantld, _ := strconv.ParseUint(request.Restaurantld, 10, 64)

restaurantltemld, _ := strconv.ParseUint(request.Restaurantltemld, 10, 64)

restaurantld <= O || restaurantltemld <= 0 {
logger.Warn("Invalid restaurant item data provided")

restaurantpb.DeleteRestaurantltemResponse({

Data: nil,
Message: "Invalid restaurant item data provided",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil
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restaurant model.Restaurant

primaryKeyRes := restaurantDBConnector.Where("id = ?", restaurantld).First(&restaurant)
primaryKeyRes.Error = nil || restaurant.RestaurantOwnerMail |= userEmail {
logger.Warn("Restaurant does not exist or user is not the owner",
zap.String("userEmail", userEmail),
zap.String("restaurantld”, request.Restaurantld))

restaurantpb.DeleteRestaurantltemResponse({

Data: nil,
Message: "Restaurant does not exist OR you are not the owner of this restaurant”,
StatusCode: StatusForbidden,
Error: "Resource not found or forbidden",
}, nil

restaurantltem model.Restaurantltem

primaryKey := restaurantltemDBConnector.Where("id = ? AND restaurant_id = ?",

restaurantltemld, restaurant.ID).First(&restaurantltem)

primaryKey.Error = nil {

logger.Warn("Restaurant item does not exist", zap.String("restaurantlteml|d”,

request.Restaurantltemid))

restaurantpb.DeleteRestaurantltemResponse({

Data: nil,

Message: "Restaurant item does not exist",

StatusCode: StatusForbidden,

Error: "Resource not found or forbidden",
}, nil
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err := restaurantltemDBConnector.Delete(&restaurantltem)
err.Error = nil {
logger.Error("Failed to delete restaurant item", zap.String("restaurantltemld",
request.Restaurantltemld), zap.Error(err.Error))
restaurantpb.DeleteRestaurantltemResponse({
Data: nil,
Message: "Failed to delete restaurant item",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

logger.Info("Restaurant item deleted successfully”, zap.String("restaurantltemld",

strconv.FormatUint(wint64(restaurantltem.ID), 10)))

restaurantpb.DeleteRestaurantltemResponse{
Data: &restaurantpb.DeleteRestaurantitemResponseData{
Restaurantltemld: strconv.FormatUint(vint64(restaurantitem.ID), 10),
b
Message: "Restaurant item deleted successfully",
StatusCode: StatusOK,

Error: ,
}, nil

1. This Go code is a function named DeleteRestaurantltem that belongs to the
RestaurantService struct. It's designed to delete a restaurant item in a restaurant
management system. Here's a step-by-step breakdown of what the function does:

2. Logs the incoming DeleteRestaurantltem request.

3. Extracts the user's email and role from the context. Ifit fails, it logs an error and returns
an InternalServerError response.

4. Checks ifthe userrole is admin. Ifnot, it logs a warning and returns a Forbidden
response.
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5. Converts the restaurant ID and restaurant item ID from string to uint64.

6. Validates the restaurant item fields. Ifthey're invalid, it logs a warning and returns a
BadRequest response.

7. Fetches the restaurant from the database usingthe restaurant ID provided in the
request.

8. Checks ifthe restaurant exists and ifthe useris the owner ofthe restaurant. Ifnot, it
logs a warning and returns a Forbidden response.

9. Fetches the restaurant item from the database. Ifit fails, it logs a warning and returns a
Forbidden response.

10. Deletes the restaurant item from the database. Ifit fails, it logs an error and returns an
InternalServerError response.

11. Ifeverything goes well, it logs a success message and returns an OKresponse with the
ID ofthe deleted restaurant item.

12. This function uses the zap package for structured logging and the gorm package (not
directly imported but used via restaurantDBConnector and
restaurantltemDBConnector) for database operations.

Step 16. getAllIRestaurantsByCategory.go file

"context"

"restaurant-micro/model"

restaurantpb "restaurant-micro/proto/restaurant”

"strconv"
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"go.uber.org/zap"

(*RestaurantService) GetRestaurantsByltemCategory(ctx context.Context,

request “restaurantpb.GetRestaurantsByltemCategoryRequest)

(“restaurantpb.GetRestaurantsByltemCategoryResponse, error) {

logger.Info("Received GetRestaurantsByltemCategory request",

zap.String("Category", request.Category))

request.Category == "" {
logger.Warn("Category field is required but not provided")

restaurantpb.GetRestaurantsByltemCategoryResponse({

Data: nil,
Message: ‘"Invalid Field, category field is required",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil

restaurantltems [Jmodel.Restaurantltem

err := restaurantltemDBConnector.\Where("category = ?",

request.Category).Find(&restaurantltems)

err.Error = nil {
logger.Error("Failed to get restaurant items from the database", zap.Error(err.Error))

restaurantpb.GetRestaurantsByltemCategoryResponse{

Data: nil,
Message: "Failed to get restaurant items",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",

}, nil
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logger.Info("Fetched restaurant items", zap.Int("Count", len(restaurantltems)))

restaurantlds := make( [uind boo))

restaurantsResponse []‘restaurantpb.Restaurant

_, restaurantltem restaurantltems {

restaurantlds[restaurantltem.Restaurantid] {

restaurant model.Restaurant

restaurantAddress model.Address

restaurantError := restaurantDBConnector.Where("id = ?",
restaurantltem.Restaurantld).First(&restaurant)
restaurantAddressError := restaurantAddressDBConnector.Where("restaurant_id = ?",

restaurant.ID).First(&restaurantAddress)

restaurantError.Error = nil || restaurantAddressError.Error != nil {
logger.Error("Failed to get restaurant or restaurant address from the database”,
zap.Error(restaurantError.Error),

zap.Error(restaurantAddressError.Error))

restaurantpb.GetRestaurantsByltemCategoryResponse({

Data: nil,
Message: "Failed to get restaurant or restaurant address",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

restaurantsResponse = append(restaurantsResponse, &restaurantpb.Restaurant{

Restaurantld: strconv.FormatUint(w/int64(restaurant.ID), 10),
RestaurantName: restaurant.Name,
RestaurantAvailability: restaurant.Availability,

RestaurantPhoneNumber: restaurant.Phone,
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RestaurantRating: restaurant.Rating,
RestaurantimageUrl: restaurant.ImageUrl,
RestaurantOperationDays: restaurant.OperationDays,
RestaurantOperationHours: restaurant.OperationHours,
RestaurantOwnerMail: restaurant.RestaurantOwnerMail,
RestaurantMinimumOrderAmount: restaurant.RestaurantMinimumOrderAmount,
RestaurantDiscountPercentage: restaurant.RestaurantDiscountPercentage,
RestaurantAddress: &restaurantpb.Address{

City: restaurantAddress.City,

Country: restaurantAddress.Country,

Pincode: restaurantAddress.Pincode,

StreetName: restaurantAddress.StreetName,

restaurantlds[restaurantitem.Restaurantld] = true

}
logger.Info("Fetched restaurants by item category successfully", zap.Int("TotalRestaurants",
len(restaurantsResponse)))

restaurantpb.GetRestaurantsByltemCategoryResponse{

Data: &restaurantpb.GetRestaurantsByltemCategoryResponseData{
TotalRestaurants: /nf64(len(restaurantsResponse)),

Restaurants: restaurantsResponse,
3
Message: "Restaurants fetched successfully",
StatusCode: StatusOK,

Error: ,
}, nil

Function named GetRestaurantsByltemCategory that belongs to the RestaurantService struct. It's
designed to fetch restaurants based on the category ofitems theyserve.
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1. Logs the incoming GetRestaurants ByltemCategoryrequest.

2. Checks ifthe category field in the request is empty. Ifit is, it logs a warning and returns
a BadRequest response.

3. Fetches restaurant items from the database that match the categoryprovided in the
request.

4. Ifthere's an error fetching the restaurant items, it logs an error and returns an
InternalServerError response.

5. Logs the count of fetched restaurant items.

6. Initializes a map to keep track ofunique restaurant IDs and a slice to store the
response.

7. lterates overthe fetched restaurant items. Foreach item:
8. Ifthe restaurant IDis alreadyin the map, it skips to the next item.
9. Fetches the restaurant and its address from the database using the restaurant ID.

10. Ifthere's an error fetching the restaurant or its address, it logs an error and returns an
InternalServerError response.

11. Appends the restaurant to the response slice and adds its ID to the map.
12. Logs the totalnumber of fetched restaurants.

13. Returns an OKresponse with the total number ofrestaurants and the restaurants
themselves.

14. This function uses the zap package for structured logging and the gorm package (not
directly imported but used via restaurantltemDBConnector, restaurantDBConnector,
and restaurantAddress DBConnector) for database operations.
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Step 17. getRestaurantsByCity.go file

"context"
"restaurant-micro/model"
restaurantpb "restaurant-micro/proto/restaurant”

"strconv"

"go.uber.org/zap"

(*RestaurantService) GetRestaurantsByCity(cix context.Context, request

restaurantpb.GetRestaurantsByCityRequest) (“restaurantpb.GetRestaurantsByCityResponse,

error) {

logger.Info("Received GetRestaurantsByCity request”,

zap.String("City", request.City))

request.City == " {
logger.Warn("City field is required but not provided")

restaurantpb.GetRestaurantsByCityResponse{

Data: nil,
Message: "Invalid Field, city field is required",
StatusCode: StatusBadRequest,
Error: "Bad Request",
}, nil
}
city := request.City

restaurantAddress [[model.Address

err := restaurantAddressDBConnector.Where("city = ?", city).Find(&restaurantAddress)
err.Error = nil {

logger.Error("Failed to get restaurants from the database", zap.Error(err.Error))
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restaurantpb.GetRestaurantsByCityResponse{

Data: nil,
Message: "Failed to get restaurants from the database”,
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

logger.Info("Fetched restaurant addresses", zap.Int("Count", len(restaurantAddress)))

restaurantsResponse []‘restaurantpb.Restaurant

_, address restaurantAddress {

restaurant model.Restaurant

restaurantErr := restaurantDBConnector.Where("id = ?",
address.Restaurantld).First(&restaurant).Error

restaurantErr = nil {

logger.Error("Failed to get restaurant from the database", zap.Error(restaurantErr))

restaurantpb.GetRestaurantsByCityResponse{

Data: nil,
Message: "Failed to get restaurant from the database",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

restaurantsResponse = append(restaurantsResponse, &restaurantpb.Restaurant{

Restaurantld: strconv.FormatUint(w/int64(restaurant.ID), 10),
RestaurantName: restaurant.Name,

RestaurantAvailability: restaurant.Availability,
RestaurantPhoneNumber: restaurant.Phone,

RestaurantRating: restaurant.Rating,

RestaurantimageUrl: restaurant.ImageUrl,

RestaurantOperationDays: restaurant.OperationDays,
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RestaurantOperationHours: restaurant.OperationHours,
RestaurantOwnerMail: restaurant.RestaurantOwnerMail,
RestaurantMinimumOrderAmount: restaurant.RestaurantMinimumOrderAmount,

RestaurantDiscountPercentage: restaurant.RestaurantDiscountPercentage,

RestaurantAddress: &restaurantpb.Address{
City: address.City,
Country: address.Country,
Pincode: address.Pincode,

StreetName: address.StreetName,

logger.Info("Fetched restaurants by city successfully”, zap.Int("TotalRestaurants",
len(restaurantsResponse)))

restaurantpb.GetRestaurantsByCityResponse{

Data: &restaurantpb.GetRestaurantsByCityResponseData{
TotalRestaurants: /nf64(len(restaurantsResponse)),
Restaurants: restaurantsResponse,

b

Message: "Restaurants fetched successfully",

StatusCode: StatusOK,

Error: ,
}, nil

Function named GetRestaurantsByCity that belongs to the RestaurantService struct. It's designed
to fetch restaurants based on the city theyare located in.

1. Logs the incoming GetRestaurants ByCity request.

2. Checks ifthe city field in the request is empty. Ifit is, it logs a warning and returns a
BadRequest response.
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3. Fetches restaurant addresses from the database that match the city provided in the
request.

4. Ifthere's an error fetching the restaurant addresses, it logs an error and returns an
InternalServerError response.

5. Logs the count of fetched restaurant addresses.

6. Initializes a slice to store the response.

7. lterates overthe fetched restaurant addresses. Foreach address:

8. Fetches the restaurant from the database usingthe restaurant ID in the address.

9. Ifthere's an error fetching the restaurant, it logs an error and returns an
InternalServerError response.

10. Appends the restaurant to the response slice, converting the restaurant's ID to a string
and including the address in the response.

11. Logs the total number of fetched restaurants.

12. Returns an OKresponse with the total number ofrestaurants and the restaurants
themselves.

13. This function uses the zap package for structured logging and the gorm package (not
directly imported but used via restaurantAddress DBConnector and
restaurantDBConnector) for database operations.

Step 18. Dockerfile [All about docker >> Link]

golang:1.22.2-alpine3.19

apk add --no-cache bash
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go mod tidy && go mod vendor

/"goll, ||runll’ ll.ll]

3. Order Microservice.

1. Install Dependencies.

A. Dependencies are already installed, you can go to generate.sh file to
check, what all dependencies are added.

2. Compile order.proto file.
1. Go to the folder order-micro and open new integrated terminal.

2. Run the command to compile order.proto file

cd order-mico
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3. The Directory Structure of the order microservice will look
like this: -

(] order-micro
O config
66 main.go
0O jwt
60 jwt-manager.go
[ model
60 main.go
3 proto
O google/api
@ annotations.proto
@ field_behavior.proto
@ http.proto
@ httpbody.proto
O order
6o order_grpc.pb.go
-60 grder.pb.go
6o order.pb.gw.go
@ order.proto
il env
60 addOrder.go
@ app.html
6o cancelOrder.go
60 changeOrderStatus.go
Dockerfile
i3 generate.sh
6o go.mod
63 go.sum
60 main.go
%, Makefile
60 orderHistory.go

60 payment.go
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4 .Create .env file for environment variables

="SECRET_KEY_JWT_TOKEN"
="root"

="127.0.0.1"

="<password>"

="test"

="3306"

| Make sure to replace <password> with your db password.

1. main.go file

d.

[t defines a struct OrderService that embeds
orderpb.UnimplementedOrderServiceServer to implement the
OrderServiceServer interface.

It defines constants for HTTP status codes and global variables for
database connectors and a logger.

In the init function, it initializes the logger. If it fails, it panics.
The startServer function does the following:

i. Loads environment variables from a .env file.

ii. Connects to the database and stores the connections in global
variables.

iii. Starts a gRPC server on localhost:50053 and registers the
OrderService with it.

iv. In a new goroutine, it starts serving the gRPC server.

v. Creates a gRPC-Gateway server that connects to the gRPC
Sserver.
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vi. Registers the OrderService with the gRPC-Gateway server.
vii. Starts an HTTP server on port 8093 that serves the gRPC-
Gateway server.
e. The main function calls startServer to start the server.

This code uses the zap library for structured, leveled logging, the gorm library for

interacting with the database, the grpc and grpc-gateway libraries for the gRPC

server and gateway, and the godotenv library for loading environment variables.

1.Go to order-microservice: - cd order-micro

2.Run Command (to start the server): - go run.

2. main.go/config

1.

DatabaseDsn: This function constructs a data source name (DSN) for connecting to a
MySQL database. It uses environment variables to get the necessary parameters such as
the MySQL user, password, host, port, and database name.

GoDotEnvVariable: This function loads environment variables from a .env file and
returns the value of a specified key. If there's an error in loading the .env file, it logs the
error and terminates the program.

ConnectDB: This function connects to a MySQL database using the DSN from the
DatabaseDsn function and returns two gorm.DB instances for the Order and Orderltem
models. It also automatically migrates the Order and Orderltem models. If there's an
error in connecting to the database, it panics.

GetUserConnector: This function connects to a MySQL database using the DSN from
the DatabaseDsn function and returns a gorm.DB instance for the User model. It also
automatically migrates the User model. If there's an error in connecting to the database,
it panics.

GetRestaurantConnector: This function connects to a MySQL database using the DSN
from the DatabaseDsn function and returns a gorm.DB instance for the Restaurant
model. It also automatically migrates the Restaurant model. If there's an error in
connecting to the database, it panics.
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6. ValidateOrderFields: This function validates the fields of an order. It returns false if
the shipping address or restaurant name is empty or the order amount is zero, and true
otherwise.

7. main.go/model

model

"gorm.io/gorm"
(
AdminRole = "admin"

UserRole = "user"

Orderltem
gorm.Model
Name siring
Quantity /nt64
Price int64

Orderld wint gorm:"foreignKey:Orderld;references:ID"

rder
gorm.Model
Userld wint gorm:"foreignKey:Userld;references:|ID™
TotalPrice /nt64
Status sfring
Discount string
Restaurantld winf gorm:"foreignKey:Restaurantld;references:ID™
ShippingAddress sfring
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User
gorm.Model
Name string
Password string
Email sfring “gorm:"unique™
Phone si#ring "gorm:"unique™
Address string
City string

Role string

Restaurant
gorm.Model
Name sfring "gorm:"unique™
Phone siring "gorm:"unique™
Availability sfring "gorm:"default:open™
Rating float32 gorm:"default:0™
RestaurantOwnerMail string
ImageUrl sfring
OperationDays string

OperationHours string

Address
gorm.Model
Restaurantld wint

“gorm:"foreignKey:Restaurantld;references:ID;uniquelndex:idx_restaurant_address™

StreetName siring
Pincode string
City string

Country string
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1. Orderltem: Represents an item in an order. It has fields for the item's
name, quantity, price, and the ID of the order it belongs to.

2. Order: Represents an order. It has fields for the ID of the user who placed
the order, the total price of the order, the status of the order, the discount
applied to the order, the ID of the restaurant from which the order was
placed, and the shipping address for the order.

3. User: Represents a user. It has fields for the user's name, password, email,
phone number, address, city, and role.

4. Restaurant: Represents a restaurant. It has fields for the restaurant's
name, phone number, availability, rating, owner's email, image URL,
operation days, and operation hours.

5. Address: Represents an address. It has fields for the ID of the restaurant
at the address, the street name, pin code, city, and country.

Each model uses the gorm.Model struct as an embedded field, which provides
basic fields like ID, CreatedAt, UpdatedAt, and DeletedAt.

The gorm:"foreignKey:...;references:ID" tags are used to set up foreign key
relationships between the models. The gorm:"unique" tags are used to ensure
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that certain fields are unique. The gorm:"default:..." tags are used to set default
values for certain fields.

8. payment.go file

"context"
"fmt"
"log"
"net/http"

oS
"strconv"

||time|l

"github.com/gin-gonic/gin"

razorpay "github.com/razorpay/razorpay-go"

PageVariables
Orderld string

Email string
Name siring
Amount string

Contact string

Caller(amount inf) string {

statusChannel := make( string)

router := gin.Default()
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router.LoadHTMLGIob("*.htmlI")

router. GET("/", (¢ *qin.Context) {
App(c, amount®100)

1

router.GET("/payment-fail", (¢ *gin.Context) {
fmt.Printin("Payment Failed")

PaymentFaliure(c, statusChannel)

)

router. GET("/payment-complete”, (¢ *qin.Context) {
fmt.Printin("Payment Page")

PaymentSuccess(c, statusChannel)

http.Server{
Addr: ":8089",

Handler: router,

01

err := srv.ListenAndServe(); err != nil err |= http.ErrServerClosed {

log.Fatalf("listen: %s\n", err)

}
X0

fmt.Printin("Server is running on port 8089")

time.AfterFunc(45 time.Second, 0{
fmt.Printin("Shutting down server...")
err := srv.Shutdown(context.Background()); err != nil {

log.Fatal(err)
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fmt.PrintIn("Server gracefully stopped")
)

{
time.After(45 * time.Second):

{

status statusChannel:

status

"no-status"

time.After(1 * time.Minute):

"payment-failed"

App(c *qgin.Context, amount inf) {

page PageVariables{}
page.Amount = strconv.ltoa(amount)

page.Email = "rahul.c@prograd.org"
page.Name = "john Doe"
page.Contact = "7906936789"

client := razorpay.NewClient("rzp_test_p4bR8DXSKNi8tJ", "JDcoQd2EglcodZR1vGparqCq")

data [string] {H
"amount": page.Amount,
"currency": "INR",

"receipt": "some_receipt_id",
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body, err := client.Order.Create(data, nil)
fmt.Printin("/////l111111////reciept", body)
err |= nil {
fmt.Printin("Problem getting the repository information", err)
os.Exit(1)

value := body["id"]

str := value.(siring)
fmt.Printin("str///111111T11111", str)
HomePageVars = PageVariables{

Orderld: str,

Amount: page.Amount,

Email: page.Email,

Name: page.Name,

Contact: page.Contact,

c.HTML(http.StatusOK, "app.html", HomePageVars)

PaymentSuccess(c “gin.Context, statusChannel string) {
fmt.Printin("Payment Successfull")
paymentid := c.Query("paymentid")
orderid := c.Query("orderid")

signature := c.Query("signature")

fmt.Printin(paymentid, "paymentid")

fmt.Printin(orderid, "orderid")

fmt.Printin(signature, "signature")
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statusChannel <- "Payment Successfull"
fmt.Printin("Payment Successfull")

c.Redirect(http.StatusFound, "http://localhost:3000/payment-success")

PaymentFaliure(c “gin.Context, statusChannel string) {

statusChannel <- "Payment Failed"
c.Redirect(http.StatusFound, "http://localhost:3000/order-history")

1. It defines a struct PageVariables to hold the order details.
2. The Caller function does the following:

3. Creates a channel to communicate the payment status.

a. Sets up a Gin router and loads HTML templates from the current

directory.

b. Defines routes for the home page, payment failure, and payment
success. The home page route calls the App function with the
payment amount. The failure and success routes call
PaymentFailure and PaymentSuccess respectively, passing the
status channel to them.

Starts an HTTP server on port 8089 in a new goroutine.

After 45 seconds, it shuts down the server.

e. Waits for a payment status to be sent to the channel or for a
timeout. If a status is received within 45 seconds, it returns the
status. If no status is received within 1 minute, it returns "payment-
failed".

f. Payment-gateway url
http://localhost:8089

=il

4. The App function does the following:
a. Creates a PageVariables instance with the payment amount and
some hard-coded details.
b. Creates a new Razorpay client with a test key and secret.
c. Creates a new order with the payment amount in INR.
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d. Ifthe order creation is successful, it stores the order ID in
PageVariables and renders an HTML page with these details.
5. The PaymentSuccess function reads the payment ID, order ID, and
signature from the query parameters, sends "Payment Successful” to the

status channel, and redirects to a success page.
6. The PaymentFailure function sends "Payment Failed" to the status

channel and redirects to an orders page.

This uses the gin library for the HTTP server and routing, and the razorpay- go
library to interact with the Razorpay API.

9. addOrder.go file

"context"

"order-microservice/config"
"order-microservice/model"

orderpb "order-microservice/proto/order"

"strconv"

"go.uber.org/zap"

(*OrderService) AddOrder(cix context.Context, request “orderpb.AddOrderRequest)

(*orderpb.AddOrderResponse, error) {
userEmail, emailCtxError := ctx.Value("userEmail").(string)

userRole, roleCtxError := ctx.Value("userRole").(string)

emailCtxError || 'roleCtxError {
logger.Error("Failed to get user email and role from context",
zap.Bool("emailCtxError", emailCtxError), zap.Bool("role CtxError", role CtxError))
orderpb.AddOrderResponse{
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Data: nil,
Message: "Failed to get user mail and role from context",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,
}, nil
}
logger.Info("Received AddOrder request”,
zap.String("userEmail", userEmail), zap.String("userRole", userRole))
userRole = model.UserRole {
logger.Warn("Permission denied for non-user role",

zap.String("userRole", userRole))

orderpb.AddOrderResponse{
Data: nil,

Message: "You do not have permission to perform this action. Only user can add an
order",

StatusCode: StatusForbidden,

Error: "Forbidden",

}, nil

len(request.Orderltems) == 0 || Iconfig.ValidateOrderFields(request.ShippingAddress,

request.RestaurantName, request.OrderTotalPrice) {

logger.Warn("Invalid request fields", zap.String("userEmail", userEmail))
orderpb.AddOrderResponse{
Data: nil,

Message: "Invalid request. Please check the fields and try again.",
StatusCode: StatusBadRequest,
Error: "The request contains invalid or missing fields.",

}, nil
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user model.User

restaurant model.Restaurant

userDBConnector, userDbErr := config.GetUserConnector()
restaurantDBConnector, restaurantDbErr := config.GetRestaurantConnector()
userDbErr != nil || restaurantDbErr = nil {
logger.Error("Failed to connect to database”,
zap.Error(userDbErr), zap.Error(restaurantDbErr))
orderpb.AddOrderResponse{

Message: "Server Facing Issues”,

StatusCode: StatusinternalServerError,
Error:  "Internal Server Error",
}, nil
}
logger.Info("Connected to databases")
err := userDBConnector.Where("email = ?", userEmail).First(&user).Error; err
logger.Warn("User not found", zap.String("userEmail", userEmail))
orderpb.AddOrderResponse{
Message: "User not found",
StatusCode: StatusNotFound,
Error: "Resource not found",
}, nil

restaurantError := restaurantDBConnector.Where("name = ?",

request.RestaurantName).First(&restaurant).Error

restaurantError = nil {

logger.Warn("Restaurant not found", zap.String("restaurantName",

request.RestaurantName))
orderpb.AddOrderResponse{
Message: "Restaurant not found",
StatusCode: StatusNotFound,
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Error: "Resource not found",
}, nil

result := Caller(/n{request.OrderTotalPrice))
result |= "Payment Successfull" {
logger.Warn("Payment failed", zap.String("userEmail", userEmail))
orderpb.AddOrderResponse{

Message: "Payment Required. Failed to add order.",
StatusCode: StatusBadRequest,
Error: "Payment Required, Failed to add order",

}, nil

order model.Order
order.Restaurantld = restaurant.|D
order.TotalPrice = request.OrderTotalPrice

order.Userld = user.ID

order.Status = "Pending"

order.Discount = request.OrderDiscount

order.ShippingAddress = request.ShippingAddress

orderDBConnector.Create(&order)

logger.Info("Order created", zap.Uint("orderld", order.ID))

_, orderltem request.Orderltems {
orderltemModel model.Orderltem
orderltemModel.Orderld = order.ID

orderltemModel.Name = orderltem.OrderltemName

orderltemModel.Price = orderltem.OrderltemPrice

orderltemModel.Quantity = orderltem.OrderltemQuantity
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orderltemDBConnector.Create(&orderltemModel)
logger.Info("Order item created", zap.Uint("orderld", order.ID), zap.String("itemName",
orderltem.OrderltemName))

}

logger.Info("Order added successfully", zap.Uint("orderld", order.ID))
orderpb.AddOrderResponse{
Message: "Order added successfully",
StatusCode: StatusOK,
Error: "
Data: &orderpb.Data{

Order: [J*orderpb.Order{

{
Orderld: strconv.FormatUint(wint64(order.1D), 10),

Orderltems: request.Orderltems,

OrderTotalPrice: order.TotalPrice,
RestaurantName: restaurant.Name,
OrderStatus: "Pending 2",
ShippingAddress: request.ShippingAddress,

1. The AddOrder method takes a context and an AddOrderRequest as
parameters.

2. lItretrieves the user's email and role from the context. Ifit fails, it logs an error
and returns a response with an errormessage.
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3. Itchecks ifthe user's role is not UserRole. Ifit's not, it logs a warning and
returns a response indicating that the user doesn't have permission to add
an order.

It validates the order fields. Ifthey're invalid, it logs a warning and returns a
response indicating that the request is invalid.

4. It connects to the userand restaurant databases. Ifit fails, it logs an error
and returns a response indicating that the serveris facingissues.

5. It fetches the userand restaurant from the databases. Ifit fails to find either,
it logs a warning and returns a response indicating that the resource was not
found.

6. Itcalls a payment gateway function. Ifthe payment fails, it logs a warning
and returns a response indicating that the payment is required.

7. Itcreates an order and inserts it into the database.

8. It loops through the orderitems in the request, creates an Orderltem for
each, and inserts them into the database.

9. Itlogs thatthe order was added successfullyand returns a response
indicating that the order was added successfully.

This method uses the zap library for structured, leveled logging, and it uses the
gorm library for interacting with the database.

10. app.html file

id="rzp-button1">Pay</

url('https://fonts.googleapis.com/css2?family=Roboto:wght@400;700&display=swap');

: {
height. 100%;
Build an E-marketplace web application 176




margirn. 0;
display. flex;
Justify-content. center;

align-items:. center;

background linear-gradient(135deg, #6a11cb 0

font-family. 'Roboto', sans-serif;

{
padding. 15px 30px;

font-size: 18px;

font-weight. 700;

cursor. pointer;

background-color. #ff6b6b;

color. white;

border. none;

border-radius. 50px;

box-shadow:. 0 4px 6px rgba(0, 0, 0, 0.1);
transition: all 0.3s ease;

:hover {
background-color. #fA757;
box-shadow:. 0 6px 10px rgba(0, 0, 0, 0.15);

transform: translateY (-2px);

:focus {

outfine: none;

, #2575fc 100

src="https://checkout.razorpay.com/v1/checkout.js"></
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< >
varoptions = {
"key": "rzp_test_p4bR8DXSKNIi8tJ",

"amount": {{.Amount}}',

"currency": "INR",

"name": "Meal Mingle",

"description": "Promote post",

"image": "https://example.com/your_logo",
"order_id": {{.Orderld}}',

"handler": function (response){
a = (response.razorpay_payment_id);
b =(response.razorpay_order_id);

C = (response.razorpay_signature)

window.location.replace("http://localhost:8089/payment-complete");

h
"prefill": {
"name": {{.Name}}
"email": {{.Email}},
"contact": {{.Contact}}'
h
"notes": {
"address": "Razorpay Corporate Office"
h
"theme": {
"color": "#3399cc"

)7
varrzp1 Razorpay(options);
rzp1.on('payment.failed', function (response){

(response.error.code);
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response.error.description);

response.error.source);

(

(
(response.error.step);
(response.error.reason);
(response.error.metadata.order_id);
(response.error.metadata.payment_id);

window.location.replace("http://localhost:8089/payment-fail");

D

document.getElementByld('rzp-button1').onclick = function(e){

rzp1.open();

e.preventDefault();

1. Abutton with the id rzp-button1 is created. When clicked, it will trigger the
Razorpay payment process.

2. The CSS styles are defined for the button and the page.

3. The Razorpay checkout library is included usinga script tag.

4. AlavaScript blockis created where the Razorpay payment options are defined.
These options include the key, amount, currency, name, description, image,
order id, and handler function.

5. The handler function is called when the payment is successful. It captures the

payment id and order id from the response and redirects the user to the
payment-complete page.
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6. The prefill option is used to prefill the customer's information like name, email,
and contact.

7. The notes option is used to add additional data to the payment.

8. The theme option is used to customize the color ofthe payment form.

9. Anew Razorpayinstance is created with the defined options.

10. An event listener is added to the payment.failed event. If the payment fails, it
captures the error details from the response and redirects the user to the
payment-fail page.

11.An onclick event is added to the button. When the button is clicked, the
Razorpay payment form is opened.

In the JavaScript block ofthe HIML code, there's an option called
"key". This is your Razorpay key ID, which is used to authenticate
your application with Razorpay's servers.

To generate your own key:

1. Login to your Razorpay Dashboard.

2. Navigate to Settings > APIKeys > Generate New Key.

3. Afterthe keyis generated, the Key ID and Key Secret will be
displayed. The Key Secret should be stored securely on your
server and should not be shared with anyone.

4. Replace the "key" value in the JavaScript block with your own
Key ID.

Build an E-marketplace web application 180



H
BUILD itm, /e
CLUB par \ CELL

11. cancelOrder.go file

"context"
"order-microservice/config"
"order-microservice/model"

orderpb "order-microservice/proto/order"

"go.uber.org/zap"

(*OrderService) CancelOrder(ctx context.Context, request *orderpb.CancelOrderRequest)

(response *orderpb.CancelOrderResponse, err error) {

userEmail, ok := ctx.Value("userEmail").(string)
ok {
logger.Error("Failed to get user email from context")

orderpb.CancelOrderResponsef

Message: "Failed to get user email from context",
Error: "Internal Server Error",
StatusCode: StatusinternalServerError,

}, nil

request.Orderld == "" {
logger.Warn("Invalid Order ID", zap.String("userEmail", userEmail))

orderpb.CancelOrderResponsef

Message: ‘"Invalid Order ID",
Error: "Invalid fields, make sure to use mentioned format.",
StatusCode: StatusBadRequest,

}, nil
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order model.Order

orderID := request.Orderld

res := orderDBConnector.Where("id = ?", orderlD).First(&order)
res.Error |= nil {
logger.Warn("Order not found", zap.String("orderlD", orderID))

orderpb.CancelOrderResponsef

Message: "Order not found with the given ID",
Error: "Not Found",
StatusCode: StatusNotFound,

}, nil

user model.User

user.Email = userEmail

userDBConnector, userDbErr := config.GetUserConnector()
userDbErr = nil {

logger.Error("Failed to connect to user database", zap.Error(userDbErr))

orderpb.CancelOrderResponsef

Message: "Server facing issues”,
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",

}, nil

userDBConnector.Where("email = ?", user.Email).First(&user)

order.Userld != user.ID {
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logger.Warn("Unauthorized order cancellation attempt", zap.String("userEmail",
userEmail), zap.String("orderID", orderID))

orderpb.CancelOrderResponsef
Message: "Order does not belong to the user, you are not authorized to cancel this

order.",
Error: "Unauthorized",
StatusCode: StatusUnauthorized,
}, nil

res = orderDBConnector.Delete(&order)
res.Error |= nil {
logger.Error("Failed to delete the order", zap.String("orderID", orderID))
orderpb.CancelOrderResponsef
Message: "Failed to delete the order",
Error: "Internal server error",
StatusCode: StatusinternalServerError,
}, nil
}

logger.Info("Order cancelled successfully", zap.String("orderlD", orderlD))

orderpb.CancelOrderResponse{
Data: orderpb.CancelOrderData{Orderld: request.Orderld},

Message: "Order Cancelled Successfully",

Error: ,
StatusCode: StatusOK,

}, nil

1. The CancelOrder method takes a context and a CancelOrderRequest as
parameters.
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2. ltretrieves the user's email from the context. If it fails, it logs an error and
returns a response with an error message.

3. Itvalidates the order ID field. If it's invalid, it logs a warning and returns a
response indicating that the request is invalid.

4. It checks if the order exists in the database. If it doesn't, it logs a warning
and returns a response indicating that the order was not found.

5. It connects to the user database. If it fails, it logs an error and returns a
response indicating that the server is facing issues.

6. It fetches the user from the database. If the order doesn't belong to the
user, it logs a warning and returns a response indicating that the user is
not authorized to cancel the order.

7. It deletes the order from the database. If it fails, it logs an error and
returns a response indicating that the server is facing issues.

8. Itlogs that the order was cancelled successfully and returns a response
indicating that the order was cancelled successfully.

11- changeOrderStatus.go file

"context"
"order-microservice/config"
"order-microservice/model"

orderpb "order-microservice/proto/order

"go.uber.org/zap"
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(*OrderService) ChangeOrderStatus(citx context.Context, request

orderpb.ChangeOrderStatusRequest) (*orderpb.ChangeOrderStatusResponse, error) {

userEmail, ok := ctx.Value("userEmail").(string)
ok {
logger.Error("Failed to get user email from context")

orderpb.ChangeOrderStatusResponse{

Data: nil,
Message: "Failed to get user email from context",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil

request.Orderld request.OrderStatus == "" {
logger.Warn("Invalid request fields", zap.String("userEmail", userEmail))

orderpb.ChangeOrderStatusResponse{

Data: nil,
Message: "Invalid request fields",
StatusCode: StatusBadRequest,
Error: "Bad Request",

}, nil

user model.User

userDBConnector, userDbErr := config.GetUserConnector()
userDbErr = nil {

logger.Error("Failed to connect to user database", zap.Error(userDbErr))

orderpb.ChangeOrderStatusResponse{

Data: nil,

Build an E-marketplace web application




T™
INCUBATION
CELL

Message: "Server facing issues”,
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",

}, nil

err := userDBConnector.Where("email = ?", userEmail).First(&user).Error; err |= nil {
logger.Warn("User not found", zap.String("userEmail", userEmail))

orderpb.ChangeOrderStatusResponse{

Data: nil,

Message: "User not found",
StatusCode: StatusNotFound,
Error: "Not Found",

}, nil

order model.Order

orderErr := orderDBConnector.Where("id = ?", request.Orderld).First(&order).Error

orderErr = nil || order.Userld != user.ID {
logger.Warn("Unauthorized attempt to change order status”,
zap.String("userEmail", userEmail),
zap.String("orderID", request.Orderld))
orderpb.ChangeOrderStatusResponse{

Data: nil,
Message: "Not Authorized to change the order status",
StatusCode: StatusUnauthorized,
Error: "Unauthorized",
}, nil

order.Status = request.OrderStatus
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saveErr := orderDBConnector.Save(&order).Error

saveErr = nil {
logger.Error("Failed to save order status", zap.String("orderID", request.Orderld),
zap.Error(saveErr))
orderpb.ChangeOrderStatusResponse{
Data: nil,
Message: "Failed to change order status",
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}
logger.Info("Order status changed successfully",

zap.String("orderlD", request.Orderld), zap.String("newStatus”, request.OrderStatus))

orderpb.ChangeOrderStatusResponse{

Data: &orderpb.ChangeOrderStatusResponseDataf{
Orderld: request.Orderld,

OrderStatus: request.OrderStatus,

b
Message: "Order status changed successfully",
StatusCode: StatusOK,

Error: ,
}, nil

1. The method takes a context and a ChangeOrderStatusRequest as
parameters. The request contains the order ID and the new status.

2. Ittries to get the user's email from the context. If it fails, it logs an error
and returns a ChangeOrderStatusResponse with an internal server error

status.
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3. Itvalidates the request. If the order ID or the new status is empty, it logs a
warning and returns a ChangeOrderStatusResponse with a bad request
status.

4. It connects to the user database and retrieves the user with the given
email. If it fails to connect to the database or find the user, it logs an error
or warning and returns a ChangeOrderStatusResponse with an internal
server error or not found status, respectively.

5. It checks if the order exists and belongs to the user. If it doesn't, it logs a
warning and returns a ChangeOrderStatusResponse with an unauthorized
status.

6. It changes the status of the order and saves it. If it fails to save the order, it
logs an error and returns a ChangeOrderStatusResponse with an internal
server error status.

7. If everything goes well, it logs an info message and returns a
ChangeOrderStatusResponse with the order ID, the new status, a success
message, and an OK status.

This uses the zap library for structured, leveled logging, and it seems to use a
custom ORM for database operations. The ChangeOrderStatusRequest and
ChangeOrderStatusResponse types are probably defined in the orderpb package,
which is likely generated from a Protocol Buffers definition.

12. orderHistory.go file

"context"

"order-microservice/config"

"order-microservice/model"
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orderpb "order-microservice/proto/order"

"strconv"

"go.uber.org/zap"

(*OrderService) OrderHistory(ctx context.Context, request *orderpb.OrderHistoryRequest)

(*orderpb.OrderHistoryResponse, error) {

userEmail, ok := ctx.Value("userEmail").(string)
ok {
logger.Error("Failed to get user email from context")

orderpb.OrderHistoryResponsef

Message: "Server facing issues”,
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",

}, nil

user model.User
user.Email = userEmail
userDBConnector, err := config.GetUserConnector()
err |= nil {
logger.Error("Failed to connect to user database", zap.Error(err))

orderpb.OrderHistoryResponsef

Message: "Server facing issues”,
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",
}, nil
}

userDBConnector.Where("email = ?", user.Email).First(&user)

restaurantDBConnector, err := config.GetRestaurantConnector()
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err |= nil {
logger.Error("Failed to connect to user database", zap.Error(err))

orderpb.OrderHistoryResponsef

Message: "Server facing issues”,
StatusCode: StatusinternalServerError,
Error: "Internal Server Error",

}, nil

orders [Jmodel.Order

orderDBConnector.Where("user_id = ?", user.ID).Find(&orders)

orderHistoryResponse orderpb.OrderHistoryResponse

orderHistoryResponse.Data orderpb.Data{}

_, order orders {

orderltems [Jmodel.Orderltem

restaurant model.Restaurant

orderltemDBConnector.Where("order_id = ?", order.ID).Find(&orderltems)
restaurantDBConnector.Where("id = ?", order.Restaurantld).First(&restaurant)

orderltemsResponse [ orderpb.Orderltem

_, orderltem orderltems {

orderltemsResponse = append(orderltemsResponse, &orderpb.Orderltem{

OrderltemName: orderltem.Name,
OrderltemPrice: orderltem.Price,

OrderltemQuantity: orderltem.Quantity,

)

}

orderHistoryResponse.Data.Order = append(orderHistoryResponse.Data.Order,

orderpb.Order{
Orderld: strconv.FormatUint(w/int64(order.1D), 10),
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Orderltems: orderltemsResponse,
OrderTotalPrice: order.TotalPrice,
RestaurantName: restaurant.Name,
OrderStatus: order.Status,

ShippingAddress: order.ShippingAddress,

orderHistoryResponse.Message = "Successfully fetched order history"

orderHistoryResponse.StatusCode = StatusOK

orderHistoryResponse, nil

1. The method takes a context and an OrderHistoryRequest as parameters.
2. lttries to get the user's email from the context. If it fails, it logs an error

and returns an OrderHistoryResponse with an internal server error
status.

3. It connects to the user database and retrieves the user with the given
email. If it fails to connect to the database, it logs an error and returns an
OrderHistoryResponse with an internal server error status.

4. It connects to the restaurant database. If it fails to connect, it logs an error
and returns an OrderHistoryResponse with an internal server error
status.

5. Itretrieves all orders for the user from the order database.

6. Itinitializes an OrderHistoryResponse and its Data field.

7. For each order, it retrieves the order items from the order item database
and the restaurant from the restaurant database.
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8. It creates an Orderltem for each order item and appends it to the
OrderltemsResponse.

9. Itcreates an Order with the order ID, the order items, the total price, the
restaurant name, the order status, and the shipping address, and appends

it to the Order field of the Data field of the OrderHistoryResponse.

10.1It sets the message and the status code of the OrderHistoryResponse to
indicate success.

11.It returns the OrderHistoryResponse.

13. Dockerfile

golang:1.22.2-alpine3.19

go mod tidy && go mod vendor

8093

8089

ru n|| n ||]
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e FROM golang:1.22.2-alpine3.19: This line specifies the base image to
be used. In this case, it's an image with Go version 1.22.2 and Alpine
Linux version 3.19.

e WORKDIR /app: This line sets the working directory inside the
Docker container to /app.

e COPY..: This line copies the current directory (where the Dockerfile is
located) on your local machine into the current directory inside the
Docker container (which is /app due to the previous WORKDIR
command).

e RUN go mod tidy && go mod vendor: This line runs two commands
inside the Docker container. go mod tidy ensures that the go.mod file
matches the source code in the module. It adds missing modules
necessary to build the current module's packages and dependencies,
and it removes unused modules. go mod vendor creates a vendor
directory in the current module and populates it with copies of all
packages needed to support builds and tests of packages in the current
module.

e EXPOSE 8093: This line tells Docker that the container listens on the
specified network port at runtime. In this case, it's port 8093 for the
order microservice gRPC gateway.

e EXPOSE 8089: This line tells Docker that the container also listens on
port 8089 for the payment gateway.

e CMD ["go","run","."]: This line provides defaults for an executing
container. In this case, it runs the command go run . which compiles
and runs the Go application. The . means it will run the main package
in the current directory.

Go to order-microservice: - cd order-micro

Build docker file: - docker build -t order-microservice .

Build an E-marketplace web application 193




HE O i
U!LD resea rch INCU‘BE/EPON
CLUB ark . ©

Run docker container: - docker container run -p 8093:8093 -p 8089:8089 -e
MYSQL_HOST=host.docker.internal order-microservice

docker-compose-local.yml (Reference >> Link)

: <password>

. test
- mysql-data:/var/lib/mysq|

- "3307:3306"

: ["CMD", "mysqladmin”, "ping", "--silent"]
: 30s
: 10s
15

- my_network

: .Jauth-micro

: database

: root
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: <password>
: test
: 3306

- my_network

- "8090:8090"

: service_healthy

: .Jorder-micro

: database
: root
: <password>
: test
: 3306

- my_network

- "8093:8093"
- "8089:8089"

: service_healthy

. ./restaurant-micro
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: database
: root
: <password>
: test
: 3306

- my_network

- "8091:8091"

: service_healthy

Make sure to replace <password> with local mysql db password,
Reasons are: -

Consistency Across Environments:

o Simplified Configuration: Easier management of database settings.

o Reduced Errors: Minimizes credential mismatch issues between
environments.

Streamlined Development and Testing:

o Easier Switching: Quick transition between local and containerized MySQL.

o Simplified Automation: Unified credentials simplify scripts and CI/CD
integration.

e Docker Compose file defines four services: database, auth-micro, order-

micro, and restaurant-micro.
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e database: This service uses the mysql:8 image to create a MySQL
database container. The root password and database name are set
through environment variables. The database data is stored in a Docker
volume named mysql-data to persist data across container restarts. The
container's MySQL port (3306) is mapped to port 3307 on the host
machine. A health check is configured to periodically check if the MySQL
server is running.

e auth-micro, order-micro, restaurant-micro: These services are built
from Dockerfiles located in the ./auth-micro, ./order-micro, and
./Jrestaurant-micro directories respectively. They connect to the
database service using the provided MySQL credentials. Each service is
exposed on a different port on the host machine (8090 for auth-micro,
8091 for order-micro, and 8093 for restaurant-micro). They all depend
on the database service and will only start after the database service is
healthy.

e All services are connected through a custom network named
my_network, which is created with the bridge driver. This allows the
services to communicate with each other.

e The volumes section defines the mysql-data volume used by the
database service, and the networks section defines the my_network
network used by all services.
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Build this docker compose file

Meal-Mingle-Backend

EXPLORER L TERMINAL
v MEAL-MINGLE-BACKEND
D auth rahulchhabra@l92 Meal-Mingle-Backend % docker—compose —f docker—compose-local.yml build

WARN[0000] /Users/rahulchhabra/Development/Meal-Mingle-Backend/docker—compose-local.yml: ‘version®
is obsolete

[+] 38.8s (28/29) cker-container: lucid_carson
2. Makefile
<o phoneVerificationForOtp.go
<o ypdateOwnerDetai
O order-micro
O config
% main.go
0O jwt
< jwt-manager.go
model
proto
i env
<o addOrder.go
© app.html
0 cancelOrder.go
<0 changeOrderStatus.go
Dockerfile

i generate.sh

0 main.go

&, Makefile

oo orderHistory.go

%0 payment.go
restaurant-micro
docker-compose-local.yml
docker-compose.ym!
init,
notes.txt

mod vendor
wait-for-it.sh

> OUTLINE
> TIMELINE
> 60

5 o master* © fp  Fo7 Launchpad @144 RO Ln 78, Col 1 (1464 selected)

Spaces:2 UTF-8 LF Compose

Command Used: -
docker-compose -f docker-compose-local.yml build
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Run the containers

Meal-Mingle-Backend

EXPLORER TERMINAL

© MEAL-MINGLE-BACKEND

rahulchhabra@192 Meal-Mingle-Backend % docker—compose —f docker—compose-local.yml up

0.moa
2 [+] Running @/4
Container meal-mingle-backend-database-1
: Container meal-mingle-backend-auth-micro-1
: Container meal-mingle-backend-order—-micro-1
Container meal-mingle-backend-restaurant-micro-1
Attaching to auth-micro-1, database-1, order-micro-1
database-1
19 started.
database-1
datab: 1
19 started.
database-1
database-1

go.sum
main.go
Makefile
phoneVerificationForOtp.go
0 updateOwnerDetails.go
3 order-micro
O config
<0 main.go
S /var/lib/mysql/mysql.sock
oo Tt '/var/lib/mysql/mysql.sock' —>
(P 2024-07-30T16:24:40.314622Z 0
database-1 2024-07-30T16:24:40.579010Z 0
starting as process 1
database-1 |
ed.
database—1 |

model
proto
env 2024-07-30T16:24:40.618734Z 1
addOrder.go
app.html
cancelOrder.go

2024-07-30T16:24:40.858005Z 1

datab 1 |
signed.

database-1 |
o support TLS.

data 1

2024-07-30T16:24:41.129046Z 0
changeOrderStatus.go
2024-07-30T16:24:41.129124Z 0

gensrete.s | 2024-07-30T16:24:41.133524Z 0

mod '/var/run/mysqld’

Location
go.sum
main.go atabas | 2024-07-30T16:24:41.168053Z @
Makefile nections. Version: '8.4.2' socke
o data | 2024-07-30T16:24:41.168747Z @
ordertiiston/;g0 Bind-address: '::' port: 33060,
payment.go restaurant-micro-1 2024-07-30T16:26:18.148Z INFO
restaurant-micro 5
restaurant-micro-1 2024-07-30T16:26:18.396Z INFO
91
auth-micro-1
auth-micrc

docker-compose-local
do

init.sql
notes.txt

-compose.ymi 2024-07-30T16:26:19. 683Z

2024-07-30T16:26:19.746Z

INFO
INFO

2024-07-30T16:26:20.320Z
2024-07-30T16:26:20.360Z
2024-07-30T16:26:20.362Z
2024-07-30T16:26:20.370Z

wait-for-it.sh INFO
der-micro-1
order-micro-1

93

OUTLINE ar
> TIMELINE
> 6o
50 32 master & @ @144

&7 Launchpad wo

Command used: -
docker-compose -f docker-compose-local.yml up

We can verify all the running container

Build an E-marketplace web application

WARN [0000] /Users/rahulchhabra/Development/Meal-Mingle-Backend/docker—compose-local.yml:

2024-07-30 16:24:38+00:00 [Note]

2024-07-30 16:24:39+00:00 [Note]
2024-07-30 16:24:39+00:00 [Notel

in the path is accessible to all 0S user

'/var/run/mysqld/mysqld.sock’

“version® is obsolete

Recrea... 0.1s
Recr... 0.1s
Rec... 0
Recreated 0

, restaurant-micro-1

[Entrypoint]: Entrypoint script for MySQL Server 8.4.2-1.e
[Entrypoint]: Switching to dedicated user
[Entrypoint]: Entrypoint script for MySQL

‘mysql’
Server 8.4.2-1.e

'/var/run/mysqld/mysqld.sock"
[System] [MY-015015] [Server] MySQL Server — start.
[System] [MY-010116]1 [Server] /usr/sbin/mysqld (mysqld 8.4.2)

[System] [MY-013576] [InnoDB] InnoDB initialization has start

[System] [MY-013577] [InnoDB] InnoDB initialization has ended

[Warning] [MY-010068] [Server] CA certificate ca.pem is self

[System] [MY-013602] [Server] Channel mysql_main configured t

Encrypted connections are now supported for this channel.

[Warning]l [MY-011810] [Server] Insecure configuration for —p

. Consider choosing a different dire
[System] [MY-010931] [Server] /usr/sbin/mysqld: ready for con
port: 3306 MySQL Community Server - GPL.

[System] [MY-011323] [Server] X Plugin ready for connections.

socket: /var/run/mysqld/mysqlx.sock

app/main.go:54 Starting restaurant-microservice server..
app/main.go:113 Serving gRPC-Gateway on http://0.0.0.0:80

app/main.go:56
app/main.go:125

Starting server...
Serving gRPC-Gateway {"address"

Loaded .env file

Connected to the database

gRPC server started on localhost:50053
Serving gRPC-Gateway on http://0.0.0.0:80

app/main.go:52
app/main.go: 62
app/main.go:76
app/main.go:114

Ln 78, Col 1 (1464 selected) Spaces: 2 UTF-8 LF Compose

from docker desktop

@ Go Live

&8 0
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® @ ® @ docker

@ Containers meal-mingle-backend

meal-mingle-back...

meal-mingle-back...

Running

Extensions ® meal-mingle-back...

Running
@ Add Extensions

meal-mingle-back...

Running

Home Workspaces API Netwaork

New  Import

Meal-mingle

New Collection

none form-data

Body

Pretty
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Q_ Search for images, containers, volumes, e... [ 38K *

013577] [InnoDB] InnoDB initialization has ended.
-1 | 2024-07-30T16:
rtificate ca.pem is self signed
202:
Serving gRPC-Gateway on http
a 1 | 2024-07-30T16:

[ 68] [Server]
p/main.go:113

MY-013602] [ ver] Channel m

[MY-011810] [Server] Inse configuration for --pid-fil
qld' in the path ible to all 0S users. Consider
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p/main.go
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p/main.go:125
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A+ Invite
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x-www-form-urlencoded @ raw binary
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0.902779Z © [Warning]
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Deploying Containers to AWS

1. All About AWS.

Reference >> Link

2. What is Cloud Computing

Reference >> Link

3. All About Amazon Elastic Container Service

Reference >> Link

4.Create a new free aws account (step by step guide)

Reference >> Link
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https://servifyspheresolutions.medium.com/what-is-aws-a-beginners-guide-to-cloud-computing-e0af5bf9bbf0#:%7E:text=AWS%2C%20stands%20for%20Amazon%20Web,cost%2Deffective%20cloud%20computing%20solutions.
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5. Launch a new EC2 Instance.

1. Go to Console Home and Search ec2.

vices 4 @

| Search results for 'ec2'

Services
L tatl
Features (59) arm status
& cC2 i
Resources ' New L < iew alarms
Virtual Servers in the Cloud
Documentation (30,464)
Top features
Knowledge Articles (616) P
Ites
Marketplace (3,844)
Blogs (2,192 = =
gs (2.192) @ =2
= Events (32) A managed service to automate build, customize and deploy OS images
e Tutorials (19)
. r_ﬂ Re
vation:
Protect resources from accidental deletion
& Amazon Ins
Continual vulnerability management at scale
tore

IPv4 addresse:
p.31.38.80

Features
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2. Go to EC2 and click on Launch Instance.

Resources ’ EC2 Global View [4 H &) H @ ‘

You are using the following Amazon EC2 resources in the Asia Pacific (Mumbai) Region:

Instances (running) 1 Auto Scaling Groups 0 Capacity Reservations 0
Dedicated Hosts 0 Elastic IPs 0 Instances i)
Key pairs 6 Load balancers 0 Placement groups 0
Security groups 6  Snapshots 0  Volumes 1

Launch instance Service health

To get started, launch an Amazon EC2 instance, which is a

virtual server in the cloud. AWS Health Dashboard Z l l G ‘

e

Asia Pacific (Mumbai)

| Migrate a server [ |

Status

(© This service is operating normally.
Note: Your instances will launch in the Asia Pacific

(Mumbai) Region

e
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3. Leave all the setting as it is only generate key pair (In my case my
named by key pair as kypair) and check all these below options then

click on Launch Instance

Key pair name - required

‘kypak

v ‘ C  Create new key pair

4.

EC2 Dashboard X EC2 > Instances > i-0099ecbb725658aba
EC2 Global View
Instance summary for i-0099ecbb725658ab4 (meal-mingle) info
Events Updated less than a minute ago
Instances Instance ID Public IPv4 address
Instances [ i-0099ecbb725658ab4 (meal-mingle) @ 13.201.126.201 | open address [
Instance Types IPV6 address Instance state
Launch Templates - @ Running
Spot Requests

v Network settings info

Network  Info

vpc-04b6abf842538101d

Subnet Info

No preference (Default subnet in any availability zone)
Auto-assign publicIP  Info

Enable

Additional charges apply when outside of free tier allowance
Firewall (security groups)  Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

O Create security group ‘ ’ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-6' with the following rules:

Allow SSH traffic from
Helps you connect to your instance

Anywhere
0.0.00/0

Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

Click On connect

Savings Plans

Reserved ||

Dedicated

Capacity Reservations

nstances

Hostname type

IP name: ip-172-31-38-80.ap-south-
1.compute.internal

Hosts

Images Answer private resource DNS name Instance type
1Pv4 (A) t2.micro

AMIs

AM| Catalog Auto-assigned IP address VPCID

13.201.126.201 [Public IP]

Elastic Block Store

Volumes

Snapshots

Lifecycle Manager

Network & Security

Security Groups

Elastic IPs

IAM Role Subnet ID

- subnet-07e0f74d55bdcfo8f [4
IMDSv2 Instance ARN

Required

0099ecbb725658abd

Private IP DNS name (IPv4 only)
ip-172-31-38-80.ap-south-1.compute.internal

vpc-04b6abf842598101d [4

¥ Summary

Number of instances  Info
[1

Software Image (AMI)

‘Amazon Linux 2023 AM| 2023.5.2...
ami-068e0f1a600cd311¢

Virtual server type (instance type)

t2.micro

Firewall (security group)
New security group

Storage (volumes)
1 volume(s) - 8 GiB

® Freetier: in your first year includes X
750 hours of t2.micro (or t3.micro in
the Regions in which t2.micro is
unavailable) instance usage on free
tier AMIs per menth, 750 hours of
public IPv4 address usage per
month, 30 GiB of EBS storage, 2

Review commands

Cancel

‘ Connect H Instance state ¥ H Actions ¥

Private IPv4 addresses
172.31.38.80

Public IPv4 DNS
ec2-13-201-126-201.ap-south-
1.compute.amazonaws.com

| open address [4

Elastic IP addresses

AWS Compute Optimizer finding
@ Opt-in to AWS Compute Optimizer for recommen
dations.

| Learn more [2

Auto Scaling Group name

arn:aws:ec2:ap-south-1:381492297427:instance/i-
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5. Go to SSH client

EC2 > Instances » i-0099ecbb725658ab4 » Connect to instance

Connect to instance i

Connect to your instance i-0099ecbb725658ab4 (meal-mingle) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
i-0099ecbb725658ab4 (meal-mingle)

1. Open an SSH client.
2. Locate your private key file. The key used to launch this instance is kypair.pem

3. Run this command, if necessary, to ensure your key is not publicly viewable.
chmod 400 "kypair.pem"

4. Connect to your instance using its Public DNS:
ec2-13-201-126-201.ap-south-1.compute.amazonaws.com

Example:

ssh -i "kypair.pem" ec2-user@ec2-13-201-126-201.ap-south-1.compute.amazonaws.com

@ Note: In most cases, the guessed username is correct. However, read your AMI usage instructions to check if
the AMI owner has changed the default AMI username.

Cancel
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6. open the terminal and navigate to the folder where your kypair.pem
file stored (In my case it is downloads folder) and paste the above
two highlighted commands in the sequence.

Last login: Thu Aug 1 16:26:38 on ttys000

[rahulchhabra@192 ~ % cd Downloads

[rahulchhabra@192 Downloads % chmod 400 "kypair.pem"

[rahulchhabra@192 Downloads % chmod 400 "kypair.pem"

[rahulchhabra@l192 Downloads % ssh —-i "kypair.pem" ec2-user@Pec2-13-201-126-201.ap-south-1.compute.amazonaws.com

The authenticity of host 'ec2-13-201-126-201.ap-south-1.compute.amazonaws.com (13.201.126.201)' can't be established.
ED25519 key fingerprint is SHA256:YfK+NF/R71VVfRw209SralageJaGq317gvbCNavjJl5Y.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'ec2-13-201-126-201.ap-south-1.compute.amazonaws.com' (ED25519) to the list of known hosts

#
' -
~\_ HE##E_ Amazon Linux 2023
~e \_####S\
\#iH |
\#/ ___ https://aws.amazon.com/linux/amazon-1inux-2023
Vol 1>
/
SO/
_/ _/
_/m/!
[ec2-user@ip-172-31-38-80 ~1$

7. Go to the project and open vsc integrated terminal and paste the
command

scp -i <path-to-yourkypair.pem-file> -r docker-compose.yml ec2-
user@<IPAddress>:docker-compose.yml

Replace <IPAddress> with the public IP address of your instance.

Replace <path-to-yourkypair.pem-file> with the path of your kypair.pem file.

rahulchhabra@l92 Meal-Mingle-Backend % scp —-i ~/Downloads/Kypair.pem —-r docker—compose.yml ec2-user@13.201.126.2
01:docker—-compose.yml

docker—compose.yml 100% 1496 54.5KB/s 00:00
rahulchhabra@l92 Meal-Mingle-Backend % I
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[N X Downloads — ec2-user@ip-172-31-38-80:~ — ssh -i kypair.pem ec2-user@ec2-13-201-126-201.ap-south-1.compute.amazonaws.com — Basic — 117x36
[ec2-user@Pip-172-31-38-80 ~1% 1s

docker—compose.yml

[ec2-user@Pip-172-31-38-86 ~1%

8. Install docker and docker-compose in ec2 instance.

1. Update the Package Repository

sudo yum update -y

2. Install Docker Using the Yum Package Manager

sudo yum install docker -y

3. Start Docker Service and Enable on Boot

sudo service docker start
sudo systemctl enable docker

4. Add User to Docker Group (Optional)

sudo usermod -aG docker $(whoami)

5. Install Docker Compose

sudo curl -L "https://github.com/docker/compose/releases/latest/download/docker-
compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose

6. Apply Executable Permissions

sudo chmod +x /usr/local/bin/docker-compose
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7. Verify Installation

docker --version
docker-compose --version

Verify the Installation.

[ec2-user@ip-172-31-38-80 ~]$ sudo usermod —aG docker $(whoami)
[ec2-user@ip-172-31-38-80 ~]$ sudo curl -L "https://github.com/docker/compose/releases/latest/download/docker—-compose-$(u
name -s)-$(uname -m)" -o /usr/local/bin/docker—compose

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

] e (] 2] ] e 0 0 —

7] (] <] e %] e (%] 9 —: -
100 60.2M 1080 60.2M 0 0 34.3M 9 0:00:01
[ec2-user@ip-172-31-38-80 ~]$ sudo chmod +x /usr/local/bin/docker—compose
[ec2-user@ip-172-31-38-80 ~1$ docker --version
Docker version 25.0.3, build 4debf4l
[ec2-user@ip-172-31-38-80 ~]% docker-compose —-version
Docker Compose version v2.29.1
[ec2-user@ip-172-31-38-80 ~1$
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9. Final Step, Run the containers inside the ec2 Instance.

Command Used >> sudo docker-compose up -d

docker-compose.yml

[ec2-user@ip-172-31-38-80 ~1% sudo docker-compose up —d

WARN[@@@@]1 /home/ec2-user/docker—-compose.yml: the attribute ‘version® is obsolete, it will be ignored, please remove it t
o avoid potential confusion

v~ order-micro Pulled
4abcf2066143 Pull complete
e2ea43e27ed4 Pull complete
5d1e5825012b Pull complete
bd8a78f8bd68 Pull complete
4f4fb700ef54 Pull complete
b3d@ecl19d@lc Pull complete
2ed58c4b7e@d Pull complete
b2755febas2d Pull complete
731a4b663afs Pull complete
restaurant-micro Pulled

v db924425T047 Pull complete
v cbd7fe9cée71 Pull complete
+~ 8de8b766eaf5 Pull complete
» ad287c¢93270b Pull complete
database Pulled

v d9a4@b27c30f Pull complete
7d8ccc83celd Pull complete
f98ae2ef29c4 Pull complete
2elaa9898aal Pull complete
de229fb4183e Pull complete
bdfea4c359d4 Pull complete
d6fe59aalebc Pull complete
7336dcelc47f Pull complete
1c71c¢9d185d1 Pull complete
e63d4802c63b Pull complete
383f329967ab Pull complete
auth-micro Pulled

v 68c@aB96bf13 Pull complete
v 431f06030629 Pull complete
v 788blcbf4d96 Pull complete
v 26444504eb65 Pull complete

L O O S U S S S Y

L N N e N O
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10. You can see the containers up and running.

e2ea43e27ed4 Pull complete
5d1e5825012b Pull complete
bd8a78f8bdé8 Pull complete
4f4fb700ef54 Pull complete
b3d@ec19d@lc Pull complete
2ed58c4b7e0d Pull complete
b2755fe6a42d Pull complete
731a4b663af5 Pull complete
restaurant-micro Pulled
v db924425f@47 Pull complete
v cbhd7fe9cée71 Pull complete
v 8d08b766eaf5 Pull complete
v ad287c93270b Pull complete
s database Pulled
v d9a40b27c30f Pull complete
7d8ccc83celd Pull complete
f98ae2ef29c4 Pull complete
2elaa9898aal Pull complete
v d@229fb4f83e Pull complete
v bdfea4c359d4 Pull complete
dé6fe59aale5c Pull complete
7336dcelc47f Pull complete
v 1¢71c¢9d185d1 Pull complete
v €63d4802c63b Pull complete
v 383f329967ab Pull complete
/ auth-micro Pulled
v 68c0a096bf13 Pull complete
v 431f06030629 Pull complete
v 788blcbf4d96 Pull complete
v 26444504eb65 Pull complete

LT T S S N T Y

s Network ec2-user_my_network
Volume "ec2-user_mysgl-data"
Container ec2-user-database-1 Healthy
v Container ec2-user-restaurant-micro-1
Container ec2-user—auth-micro-1
s Container ec2-user-order-micro-1
c2-user@ip-172-31-38-80 ~1$ dodo

12. Make sure to stop the EC2 Instance, after using
otherwise free tier will be exhauted earlier.
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